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1.1 Introduction

The Asure ID™ iCLASS® SE™ Encoder is a smart card provisioning product that consolidates most of the existing HID
Global encoding products including the CP400 iCLASS Programmer, CP600 DESFire Encoder, iCL-ELITE programmer,
and 1050 ProxProgrammer.

The following features are included:

¢ Encode HID Access Control Application with Standard, Elite, and Custom Security on to iCLASS and MIFARE Classic
credentials

* Encode HID Secure Identity Objects (SIO™) with Elite Security on iCLASS, MIFARE Classic, MIFARE DESFire EV1, and
Seos®

¢ Encode HID Access Control Application on to HID Prox™ cards and fobs

¢ Encode Custom Data Objects on iCLASS, MIFARE Classic, MIFARE DESFire EV1, and Seos

* Roll keys on existing card populations from a revoked key set to a new active key set

* Migrate existing iCLASS and MIFARE Classic Standard Security (applications) card populations to SE Security
» Configure encoders for various Security models and Custom Data model interpreters

Other features and use cases:

* Create and manage custom media and application keys

e Export and Import custom keys

¢ Import keys from HID

¢ Manage all credential and reader transactions through work orders scripted from instruction sets
 In-line personalization of credentials

l Note: From this point, the I(CLASS SE CP1000 Encoder is now referred to as the i(CLASS SE Encoder.
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1.2 Main concepts

To get the most out of the ICLASS SE Encoder, there are several concepts that should be understood.

1.2.1 Key management

iCLASS SE Encoder is an HID Global product that provides solution to encode user credentials and reader configuration
data. To provide a high level of security, the encoder device uses a smart card chip (an ISO 7816 compliant device) to
perform the key management as well run the encoding applications. This component of the encoder device is called
Secure Access Module (SAM).

A typical encoding operation requires knowledge of default/transport keys of the credential, your credential or reader
configuration data and the new keys to be used to protect the credential. The keys that are involved in encoding
operation could be ones that are managed by HID Global or ones created by the customer and provisioned in SAM.

To do secure key management, we use cryptographic algorithms and practices that have been validated by our industry
to provide security solutions for our customers. The rest of the document describes different types of keys and their
management.

1.2.2 Administration keys

To load, update, and delete configuration data and keys used during encoding operations Simple Network Management
Protocol (SNMP) version 3 messages are used. SNMP is an Internet-standard protocol for managing devices on IP
networks and defined by RFC 3411-RFC 3418. Though the protocol is intended for IP devices HID makes use of it over
other transport and application protocols such as ISO 7816-3 (APDU) for PC/SC readers.

A typical SNMP message is encrypted and signed using 16-byte keys and also contains metadata about the
cryptographic mechanism used to protect the message. The message defines its actions using verbs, such as GET, SET
etc. The keys that are used for encryption are called SNMP encryption and SNMP privacy keys and the keys used for
signing are called the SNMP signing and SNMP authentication keys.

A device or a software application implementing the SNMP standard is called an SNMP endpoint or engine and is
identified using one or more engineld/username pairs.

The encoder SAM is an SNMP endpoint that has two identities: the HID Admin and the OEM Admin. Each identity is
recognized using an engineld and username pair as described in the SNMP standard. Each identity includes two
associated keys: SNMP encryption and signing.

The purpose of HID Admin identity is to manage the keys and configuration data that originate from HID. The OEM
Admin identity can be used to create custom keys and perform operations that do not require high levels of security.

When a customer receives an encoder, it has OEM Admin SNMP keys that are set to default/public values. When the
host application is started for the first time, it prompts you to change the keys to be managed. The host application then
stores the changed OEM Admin keys in the local database.

1.2.3 Media keys

The keys that are used to authenticate a credential to perform read/write operations are called media keys. For example,
the debit and credit keys for a page in iCLASS credentials are the media keys. In the case of MIFARE Classic, the Key A
and Key B of a sector are the media keys and for DESFire EV1 the application keys as well as the PICC master key are
examples of media keys.

The lengths of these types of keys as well as the cryptographic algorithms, such as authentication algorithm, that makes
use of these keys are dependent upon the credential/media technology.
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A typical encoding operation uses the default/known media key to first authenticate to the blank credential, create the
application, write the credential, and change the value of the key to the one specified by you. It is important to make a
note that the new value can be a diversified key to reduce the surface area of attack. In other words, all the
credentials/media have different values for the media keys. For the newer and more secure credentials (for example:
Secure Objects) we make use of NIST 108 key diversification algorithm whereas the older/legacy credentials make use
of proprietary key diversification algorithms invented by HID Global and/or chip vendors such as NXP.

For all the credential/media, the keys could fall in one of these categories:

+ HID Managed Standard Media Keys: These keys are managed securely by HID and are intended for general
customer base.

« HID Managed Elite Media Keys: These keys are managed securely by HID and are specific to customers who
participate in the Elite program. For example an Elite customer identified using an ICE0000 have a different set of
media keys than the one identified using ICEQ133.

» Customer Generated and Managed Keys: These keys are either generated using the encoder solution and/or
entered by the customer. The keys reside in the encoder SAM, and can be exported in encrypted form to be archived.
Once created, knowledge of the plain text key is the responsibility of the administrator. Custom Keys are not archived
by HID.

All the HID managed keys are delivered in the form of static SNMP messages targeted to the encoder, for which they
were requested. Typically, the customer reads the engineld of the encoder device using the host application and orders
from HID Global the appropriate key set (for example: standard, ICEXXX etc.). The keys are delivered in the form of a file
that contains the static messages, and the host application provides necessary user interface to load them in the
encoder SAM.

Custom keys can be exported from the encoder device. The export format is again an SNMP message that is protected
using OEM Admin keys.

1.2.4 Secure object keys

The newer and more secure credentials used by HID Global readers are based on the Secure Object (SO) technology.
While it is outside the scope of this document to describe SO technology in detail, in simple words, a SO is a structured
credential that is based on industry standards to support extensibility of credential structure and use industry validated
and approved security algorithms and mechanisms. The most important aspect of a SO is that it provides an additional
security for the credential and therefore we do not only rely on the security mechanisms of the chip/media silicon
vendor.

Very much like an SNMP message a SO also has a notion of encryption and signature. To reduce the size of a secure
object credential we make use of an Authenticated Encryption with Associated Data (AEAD) algorithm called EAX’ (read
as EAX prime). In simple words, EAX’ one key can be used to perform both encryption and signing of the SO credential.
This key is called the SO encryption key.

l Note: It is called an encryption key but it also performs signature verification.

The SO encryption key could be managed by HID as a standard key and/or an Elite key, which is similar to the
management of Media keys described earlier. We also provide the support to create a customer managed SO encryption
key, however a SO credential that is protected using such a key is not managed via HID and also has an additional
signature using HID Global's license key.

Additional information about secure objects can be requested from HID Global.
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1.2.5 Secure channel key

The messages that are exchanged between a host application and the encoder device are transferred over a mandatory
secure channel. The secure channel helps to protect the confidentiality and authenticity of the messages between the
host application and the encoder device.

The encoder comes with a default value for the secure channel key, and very much like the OEM Admin keys, the host
application prompts you to provide a new value for the secure channel key.

The secure channel mechanism is based on a slightly modified Global platform SCP secure channel protocol. You can
request more information about the secure channel from HID Global.

1.2.6 Credential credit management
All transactions with credentials are enabled by credential credits. These are discrete tokens that are consumed with
each transaction until none remain or until additional credits are ordered and applied to the encoder.

The term Credential Credit, refers to the tokens purchased from HID that enable all credential write transactions. The
iCLASS SE Encoder is enabled until the authorized credits have been exhausted, then you must request additional
credits from HID Global.

The management of credits can be understood as a type of counter. When a customer orders "X" credits, the counter is
increased by "X" and the encoder is enabled until the counter is decremented to 0, or until more credits are ordered.

The following attributes, are the building blocks to define a transaction which is enabled by a Credential Credit Token.

Technology Application Security Media
iCLASS HID Standard Genuine HID
MIFARE Classic SIO Elite Third Party
MIFARE DESFire EV1 Custom Custom Third Party
Prox HID Standard Genuine HID
Seos SIo Elite Genuine HID

For example: To encode iCLASS with HID Access Control application and Standard keys, this transaction would require a

different credential credit token than the same transaction using Elite keys.

Things to know about credential credits:

¢ Each credit token type is managed by its respective credit counter.

» Credit top up messages are delivered in a secure SNMP message that is targeted for a specific device by diversifying
the keys with the device Engine ID.

¢ Credit top up messages can be loaded only once.

e A cap (10,000 credits) is placed on the number of credits that can be ordered at a time. This is to limit the monetary

value that can be loaded into a single encoder device which can be lost or destroyed.

PLT-01067, B.1
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1.2.7 Formats

The iCLASS SE Encoder includes a format interpreter capable of parsing all open and custom formats developed and
maintained by HID Global.

Format fields are presented to you in the desktop Ul for the purpose of assigning data to each field.

Formats must be ordered from Customer Service. Most formats are custom to a specific OEM or end user, and are not
freely distributed.

The H10301 (SIA Wiegand 26-bit) is the default format delivered with the desktop application.

1.2.8 Plugin architecture

The iCLASS SE Encoder includes a plugin architecture which makes it highly configurable with minimal maintenance
and few releases. There are two types of plugins:

e Technology
¢ Configuration

Technology plugins are a packaged bundle that includes an applet which is loaded to the encoder device and a Ul plugin
for the desktop application that is customized for the associated applet.

e Applets are small C# applications designed to run on the .NET framework that is native to the encoder device. These
applets manage the interface to the credential and provide an API to the desktop application. Applets can be tailored
for a specific use case.

¢ The Ul plugin manages the interface to the encoder device and provides you with inputs and information specific to
the applet loaded on the device. For example, each technology applet comes with a unique set of wizard pages
gathering user input for work order creation.

Configuration plugins expose a Ul for gathering inputs and creating reader configuration cards. Reader configuration
plugins are released as groups that organize parameters.

Things to know about plugins:

« Each applet is digitally signed by a key managed by HID Global and known by all encoder devices (global key). This
identifies the applet as Genuine HID. Only Genuine HID plugins are recognized by the encoder device.

« Initially, one applet/plugin is created for each of the four supported technologies (iCLASS, MIFARE Classic, MIFARE
DESFire EV1, HID Prox, and Seos).

e Custom plugins can be created on a Custom Product Opportunity (CPO) basis.

1.2.9 Work orders

All credential encoding activity is managed through Work Orders. Each Work Order includes a set of Work Instructions to
be executed on every credential presented to the encoder.

e Work orders execute a work flow that you design
e Work Orders are technology independent
e Work Orders can be limited in scope or open-ended
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1.2.10 Work instructions

Each Work Instruction represents one step of an overall work flow that is executed on every credential presented to the
encoder.

e Work Instructions are analogous to scripts
* Work Instructions are technology specific
¢ Work Instructions are wholly independent operations

1.2.11 Custom media applications

« Manage keys for custom media applications.
¢ Read and Write custom data to and from custom media applications.

PLT-01067, B.1 13 July 2025
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2.1 Introduction
The iCLASS SE Encoder Desktop application has the following structure:

Application Modules, each with a subset of tabs.

» Work Order Manager (File tab, Home tab)
» Key Management (File tab, Home tab)
» User Config (File tab, Home tab & View tab)

With the selection of an application module the window displays the specific module toolbar, information and
configuration panes, etc. The following is an overview of these windows.

2.2 Work Order Manager module

The Work Order Manager module allows you to define and save an encoding profile for a credential deployment. Each
Work Order defines the number of data fields encoded, as well as the data type and field size. These data fields are
concatenated into a single data stream and encoded into an application, and are defined by the selected format.

A Work Order is comprised of one or many Work Instructions. A Work Instructions is a single command issued during
work order execution. The single work instruction can either read or write to a specific memory location.

File Home A @
Orew 1 B E — (=
- - + Edit | = = | =
= E | | e
@ &, Rename UDU Ll k.@ k.@ L=y
Open  Close Add Work Remaove Card Info
@ Delete |"| Instruction EE- @
Work Order Management Work Instructions Work Order Execution

Drag a column header here to group by that column
ﬁ Home

[ ICLASS 5F Encoder | HID OMNIKEY 5427 CKCLO - &)
Selected Technology:

; ICLASS -

Waork Order Manager Current Status:

Selected Encoder:

Connected
— SAM Version:
Key Management 5.5.0.0
Credential Credits:
| ) Advanced
Genuine HID, iCLASS Elite
1111

Work Order Description
ICLASS: Write "H10301" (SE)

m {CLASS: Write Custom Field (ASCITT...
reendo o0+~

Ready
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2.3 Key Management module

The Key Management module of the CP1000 Desktop Encoder allows you to view and manage the HID and Custom
Keys.

| Home | & @
— — . Import Ke " B pem L ™ Editkey set ['?
g = e Imeter ey e Remo (= Y ®
Create Remove .. ExportKeys LoadHID .2 Revoke Refresh || Addiey @ Delete Key Set || Key Roll Config
Custom Key Custom Key Key(s) Set Card  Card
Custom Keys | HID Keys || Key Sets || Door Readers |
Keys encoder o & |
-ﬁ Haome = arEr e = Selected Encoder:
b= - | Jesaipton i M HID OMNIKEY 5427 CKCLD  ~ | &)
e | | P e I
| i Another custom key 03010709E343CFDA 10BB20 503BCSFE03F 204 24 || Encoder Engine ID:
Second custom key 030107094E 1ADESEACD39 180597743830 1E6 24 || | 280601040181F435010103050F8CS(
Work Order Manager Mare key 03010709EC5EERAF3C 12105F 2100 14641653 24
E 03010709561260E420864543F964006397E0 24 Encoder Authentication Stafus:
=" VEn more
—_— Authenticated
Key Management Available Key Slots:
- s10f 256
| € | HID Keys Available Memory:
7903 of 164864
Mame Configuration QI ] EVESS
b [CLASS LEGACY HID APP ENCRYPTION KEY 260601040 181E43801010201090501
ICLASS BOOK 0 PAGE 0 CREDIT KEY Standard 2B0601040181E433010102010704
ICLASS LEGACY HID APP DEBIT KEY Standard 2B0601040151E433010102010701
ICLASS 50 OMLY DEBIT KEY Standard 2B0601040151E433010102010721
ICLASS DEFAULT TRANSPORT DEBIT KEY Standard 2B06501040181E43801010201070301
ICLASS DEFALLT TRANSPORT CREDIT KEY Standard 2B0601040151E43301010201070302
 R—
Ready
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2.4 User Config module

The User Config module allows the administrator to create users for Asure ID and to set the functions each user can
access in the application. The Administrator can Add User, Remove User, Save Users and Change Passwords.

iy (Z] User Config - Asure ID - O X

Home View 2 @

Cut Cc|:|3-I Paste | AddUser Remowve Save Users =~ Change || Manage Assign Template

User Password || Group to Group
Clipboard Asure ID Users Password Group Management
MainView
(isiclLAss SEEncoder | W
Work Orﬁanager | Record 1of 2 * Record 2 of 2 %
"y User ID: admin User ID: IJDoe
—v Mame: Administrator Name: John Doe
Key Management Use Windows Authentication: Use Windows Authentication:
" Group Mame: Mone Group Name: Mone
Card Printing: Card Printing:
User Config User Config: User Config:
Program Options: Program Options:
Data Entry: Read/Write Access (with PAC... Data Entry: Mo Access
ICLASS SE: Administrator iCLASS SE: Mo Access
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2.5 Home tab

The Home tab allows configuration and implementation of the iCLASS SE Desktop Encoder. See the Work Order
Manager, Key Management, and Troubleshooting sections for information on each of these Home tabs.

| Home | S @
-_—‘eﬁ- c;“'a - ImportKeys | —— 5 = Remave @ % JEditl(eySet @b @

Create Remove ) ExportKeys | LoadHID .= Reyoke Refresh || Add Key @ Delete Key Set || Key Roll Config
Custom Key Custom Key Key(s) Set Card  Card

| Custom Keys 1 HID Keys || Key Sets || Door Readers |

-ﬁ Home = EEar e = Selected Encoder:
e | | [ e E— " O " O
@ Another custom key 03010709E349CFDA 10BB2D5038COF603F 204 24 || Encoder Engine ID:
- Second custom key 030107094E 1ADESEACD 39 180557743830 1E6 24 || | 2B0601040181FE433010103050F8CS1
Work Order Manager More key 03010709ECSEE6AF3C 12 1C5F 21DC 14641853 24
Encoder Authentication Status:
=) Even more 0301070956 126DE420884943F954006397E0 SN —
Key Management Available Key Slots:
+ - I | s1f 256
| 6 Advanced | HID Keys Available Memory:
Mame Configuration QI || BT
> 0 IORIE D001
ICLASS BOOK 0 PAGE 0 CREDIT KEY Standard 2B0601040181E438010102010704
ICLASS LEGACY HID APP DEEIT KEY Standard 2B0601040181E438010102010701
ICLASS SO ONLY DEBIT KEY Standard 2B0601040181E438010102010721
ICLASS DEFAULT TRAMNSPORT DEBIT KEY Standard 2B0601040181E435801010201070301
ICLASS DEFAULT TRAMSPORT CREDIT KEY Standard 2B0601040181E43501010201070302
HID B
Ready
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2.6 File tab

The File tab contains specific options depending on which Application Module is selected. See the Work Order
Manager, Key Management, and Troubleshooting sections for information on each of these File tabs.

2.7 Options window

The Options window is available on every File tab, and allows you to manage the iCLASS SE Encoder Formats, Plugins,
Database, and Options.

——— e

Install Formats
Upload Encoeder Configuration Package
Upload Credential Credits

Import Work Order

% [ [

Export Work Order

Open Log File

BE®

Recent [tems r

Options ] | Exit Asure ID
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2.8 Language options

Asure ID allows you to set the default language of the application. Available languages are:

¢ English e Turkish

¢ Indonesian ¢ Czech

¢ Spanish * Korean

e Arabic ¢ French

¢ [talian ¢ Portuguese
e Thai ¢ German

¢ Chinese ¢ Russian

e Japanese ¢ Afrikaans

To set the default language of the application:

1. From the Language option, select a language from the list.

2. Click OK.
Options
| Language —vﬂ Cheose & Language
Skine English {United States)
(usge call Goypel] A1 odl) dayull
Famuiens Ceétna ({eskd repubika)
Licemsing Deutsdh (Doutsdhiand)

Espafol (Expalia, sifsbatizasin internasanal)
Frangas (France)
Davices Indonesia (Indonesaia)
) Italiang (1taka)
ICLASS SE Encoder B+ E*)
BINQTES)
Portugués (Brasi)
Pycoxash [Pooowa)
1w (1wr)

Turkpe (Turkye)
chrEepE)

Card Design

e [

3. An Information window is displayed with a message that the language change occurs after Asure ID is restarted.
Click OK.

4. Restart the application.
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2.9 Skins options

Asure ID allows you to customize the look of the Asure ID application by selecting a predefined skin.

1. From the Skins options, select a Skin from the list.

l Note: The change is immediately visible.

2. Click OK.
= &=
Lemguaga ine
o cimee
Ris omioas Elach and Wi e Light B sy and ‘Whibe
Licensing By ] Wt Light: B
ELASS SE Encodler Blus Grary Light vioket
Eright Biua I Pkt
Dark Blus Siyer
Grary and Blus Taal Bl
Gray and VWhiie Viglet and Vhie
een
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2.10 Resources options

Asure ID allows you to access resource information for the application.

Options x
Language About
skins
b Asure ID
LEEEng Copyright © 2009-2025 HID Global
iCLASS SE Encoder - o
Applet Version
| Work Order Manager 7.9.1.29490
Key Management 7.9.1.2490
User Config 7.9.1.2440

Mative Data Source Connection String:
Provider =Microsoft. Jet. OLEDB.4.0; Data Source=C:\ProgramData'HID Global\Asure IDY\AsurelD.mdb; Jet OLEDE:L

| Check for software updates on startup.

Check for updates now

oK | ‘ Cancel

Field

Description

About

Displays the current applets loaded and their version.

Native Data Source Connection
String

This is the connection string used to connect to the native Data Source. It contains location and

connection information.

Check for software updates

This option directs the software to check for updates when launched.

Check for updates now

This button checks for software updates immediately.
« |f changes are required, follow the instructions on the installation wizard.
« |fchanges are not required, a message indicating that the software is up to date is displayed.
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2.11 Licensing options

Asure ID allows you to view, modify and activate the licensing information of the Asure ID application. To activate the
License Key, enter the information listed below and click Activate Online.

Options X
Language Activate License
Skins First Name: John
Resources Last Name: Doe
Email: jdoe@hidglobal. com
iCLASS SE Encoder
Company Name: HID Glabal
State [ Province: Minnesota
Country: USA
Printer Make [ Model: none
License Key:
Subscribe to product newsletter
Subscribe to anonymous surveys
Activate Online
Asure ID
System License: AV352-YNRVGEGG
License Level: CP1000 Edition
Install Id: RUXS-ULKQ
Database Id:
Contact HID: HID Customer Service
oK | | Cancel
Field Description

Activate License

First Name Enter the first name as it appears in the HID license.
Last Name Enter the Last Name as it appears in the HID license
Email Enter a valid email address that can obtain messages about licenses and accounts.

Company Name

Enter the Company Name.

Field

Description

State/Province

Enter the State or Province where the Company is located.

Country Enter the name of the Country where the Company is location.
Printer Make/Model Enter the printer (or Encoder) make and model.
License Key Enter the License Key for Asure ID received from HID Global.

Subscribe to product newsletter

Select the check box to subscribe to Asure ID product newsletters.

Subscribe to anonymous surveys

Select the check box to subscribe to surveys.

Activate Online

This option requires an Internet connection and completely activates the license on this device.

Asure ID

System License

Displays the License Key activated for your information listed above.

License Level

Displays the license level for the activated license key.
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2.12 iCLASS SE Encoder options

This option allows you to modify iCLASS SE Encoder options on the Asure ID application.

l Note: This option has multiple tabs for configuration. See the following sections for details.

2.12.1 iCLASS SE Encoder Formats tab

The iCLASS SE Encoder includes a format interpreter capable of interpreting all open and custom formats developed
and maintained by HID Global. Formats must be ordered from Customer Service, as formats are custom to a specific
OEM or end user, and not freely distributed.

= = |
Languace | Oabshes | Opicn | Mt |
anplate =
kg i
Fansijrenn H10301 denove Edached Fornaiisl

Frinir
&tvanesd Prinking
Creoding
Limerrng

o d Emsign
Do

IELASE 57 Frcnder | |

1F the foemat wou afe Tying 1o sead v nat leed here, contact vour I representative fr asstarog

UK LA

The Formats tab lists the formats Installed on an encoder. The default format, delivered with Asure ID is H10301.
Contact a HID Global representative for assistance if additional formats are required.

Field Description

Installed Formats

- Select the Install Format icon, to select and install an .EFI format file that was ordered and
— provided by HID Global.

Remove Selected Format(s) This option removes the selected Format from the list of available formats.

Restore Default Formats This option allows you to restore a default Format that may have been removed from the list.
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2.12.2 iCLASS SE Encoder Plugins tab

Each plugin used by the iCLASS SE Encoder is digitally signed by a key managed by HID and known by all encoders. Only
Genuine HID plugins are recognized by the encoder. Initially, one plugin is created for each supported card type (iCLASS,
MIFARE Classic, MIFARE DESFire EVI, Prox and Seos.

l Note: Disabling unused plugins may increase the overall performance of the Work Order Managerwithin Asure ID.

The Plugins tab lists the plugins currently installed, the version number, the Applet version, and whether the Applet is
enabled or disabled.

Options x
Language [ Formets R0 Datobase | Options | About |
Template Installed Plugins
Skins | Q \ \ o |
L [ TPiugin Hame Plugin Version Applet Version Acti
Printing > icLass
Advanced Printing MIFARE Classic 7.9.1.2753 5.5.0.0 Disable
Encoding MIFARE DESFire EV1 7.9.1.2753 5.5.0.0 Disabl
Licensing Prox 7.9.1.2753 5.4.00 Disable
Card Design Seos 7.9.1.2753 5.5.0.0 Disable
Devices
ICLASS SE Encoder |
Custom Key Store Plugins
Actve Plugin:
Default Custom Key Store
ok || cancd

In addition to viewing the installed plugins, you can perform the following tasks:

@ Delete Applet.
Clears all applet .dll files from the SAM.

These applets are uploaded automatically on an as-needed basis when required for an encoding
operation.

Refresh Plugin View.

©

Custom Key Store Plugins Active Plugin: Allows you to develop a module for encrypting custom keys and how custom keys

are imported and exported.
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2.12.3 iCLASS SE Encoder Database tab

The Database tab displays information stored in the Asure ID database for the iICLASS SE Encoder. The Database
window allows you to view and manage records and keys.

Options x
Language ﬁm Database mﬁ
Template Database
Skins
Secured Encoder User Records: 4 | Clear Encoders |
Resources
Printing
Advanced Printing Lo LD e 22 | Clear HID Keys |
Encoding
Licensing Custom Keys: 6 | Clear Custom Keys |
Card Design
Devices
Key Set Ttems: 2 | Clear Key Set Items |
iCLASS SE Encoder |
OK | | Cancel
Field Description

Secure Encoder/User Records

Displays the number of iCLASS SE Encoder/User Records.
Clear Encoders: Removes all Encoders (and admin keys) from the database.

I Important: Admin Keys must be re-entered to retain access to credentials and credits on the
encoder.

Known HID Keys

Displays the number of known HID Keys loaded on the database.
Clear HID Keys: Deletes all HID Keys from the database. Keys require reloading in Key Management.

l Note: These keys are not deleted from the currently active encoder.

Custom Keys

Lists the number of custom keys that are on the database.
Clear Custom Keys: Deletes all Customer Keys from the database.

l Note: These keys are not deleted from the currently active encoder.

Key Set Items

Lists the number of Key sets.
Clear Key Set Items: Deletes all Key Sets.
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2.12.4 iCLASS SE Encoder Options tab

The Options tab contains basic configuration options, along with the option of checking the SAM Firmware compatibility.

Options

Language
Template

Skins

Resources
Printing
Advanced Printing
Encoding
Licensing

Card Design

Devices

Options
Load work order from last session at startup
Automatically focus next row in grid after executing a work order
Automatically add a new row after executing the last row in @ work order
Prompt user between each card that is encoded during batch encoding

Dynamically store and load keys and credential counters for encoders not present when .ise or .xml configuration file is loaded.

x

configuration file is loaded.

 Load work order from last session at startup

» Automatically focus next row in grid after executing a work order

 Automatically add a new row after executing the last row in a work order

» Prompt user between each credential that is encoded during batch encoding

» Dynamically store and load keys and credential counters for encoders not present when .ise or .xml

Custom Key Access Cade
A 4-9 digit code that must be entered to secure and access Custom Keys from a workstation.
Low Credential Credit Warning Threshold
25 z Credential Credits
OK | | Cancel
Field Description
Options You can set several basic configuration options, select all that are needed:

Custom Key Access Code

automatically synchronized.

You must enter the 4-9 digit code to securely access the Custom Keys from a workstation. This code should
be the same across all workstations where custom keys are automatically synchronized.

Note: The SNMP encoder Admin keys must also match on all workstations where custom keys are

Low Credential Credit
Warning Threshold

threshold is 25.

Sets the minimum threshold for consumed printing/encoding credits. A warning is issued when the threshold
is reached after an encoding operation is performed in the Work Order Manager. The default minimum
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2.12.5 iCLASS SE Encoder About tab

The About tab is displayed with the current application information.

Options x
Template About
Skins
Resources m
Printing
o P Product:
vances rintin
g ICLASS SE Encoder
Encoding Software Version:
Licensing 7.9.1.2753
Card Design Sam SIO Firmware Version:
1191

Devices
Core Firmware Version:

—
ICLASS SE Encoder T o

view log file

oK ‘ | Cancel
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3.1 Introduction

The following setup and configuration instructions are for the iCLASS SE Encoder Desktop application.

3.2 System requirements

Type Microsoft Windows 11
Microsoft Windows 10 (32-bit and 64-bit)

Computer/Processor 1 GHz or higher Pentium-compatible CPU USB Ports

Memory 64-bit systems: 2 GB RAM

32-bit systems: T GB RAM or higher
Hard Disk 1 GB free space
Display VGA or higher resolution monitor

Software Environment Latest Operating System service pack

User Permissions Local machine administrative rights for iCLASS installation and secure database administration.

Internet access for license activation.

3.3 Administrative privileges

You must have Administrator privileges to complete the Installation and Startup procedures. To verify you are an
Administrator on your computer:

1. Go to Control Panel > User Accounts > Manage User Accounts.
2. Under Users for the computer, locate your User Name and verify the associated Group column displays
Administrators.

3.4 Initial setup

1. Plug in the CP1000 Desktop Encoder to a USB port on your PC.
2. Plugin the HID USB Flash Drive to a 2nd USB port on your PC.

3. From the USB flash drive, install the Asure_ID_Setup application file located in the Install folder. Follow the
Installation Wizard to install the application. If prompted, allow the application to make changes to the computer.

4. Launch the Asure ID application and perform the configuration tasks.

Note:
Log on credentials: Username: admin Password: admin.

A Windows error may appear indicating that not all of the all drivers were installed correctly. This is expected as the
encoder has a chip that appears as a smart card and if Smart Card PnP is enabled, Windows tries to locate a driver
for this chip which cannot be located.
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3.5 Initial configuration
3.5.1 Change default administrative keys

It is important to change the default Administrative Keys during initial setup for security reasons.

1. The Provide New Admin Keys for Encoder window is displayed. This window gives three different options for
changing the default Admin Keys.

If encoder has default administrative keys then they need to be
overwridden to enable encoding functionalities.

Auth Key: 9DED&74228F439FFOBA3E224F83419EB

Privacy Key:  43FB10D8AS56F 16CF120DB23F504F6298

Secure Channel Key: | C7B03438 1FF5023026DFDC441F 157A2C
Generate Random Keys

Passphrase:

oK Cancel

e Manual Entry - this option allows you to move information from a previous encoder, or enter customer created
keys. Manually enter your Admin Keys in the Auth Key, Privacy Key, and Secure Channel Key fields and click OK
to confirm.

l Note: Admin Keys must contain 32 characters.

+ Randomly Generated Keys - this option generates random keys. Click Generate Random Keys to have the
software randomly generate keys. Click OK to confirm.

» Passphrase Generated Keys - this option allows you to enter a memorable passphrase (minimum of five
characters). The software then generates keys based on the passphrase. Enter your passphrase in the
Passphrase field and click Generate Keys From Passphrase. Click OK to confirm.

2. A message is displayed prompting you to make a backup copy of your new Admin Keys. Click Yes to copy the new
Admin Keys to the clipboard.

Important: Safely store the value of the admin keys for future reference as HID is unable to recover these
keys if lost. If the admin keys are lost, the encoder needs to be sent to HID to be reset.
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3.5.2 Enter the Asure ID CP1000 Edition license key

The Asure ID CP1000 Edition License Key is AV352-YNRV6EG6G. The Admin password should be modified from the
default values for security reasons.

Select Work Order Manager > File tab > Options.
Select the Licensing option.

Enter the License Key AV352-YNRVG6EGG and click Activate Online.

When the License Key is activated, the CP1000 Edition is displayed as shown.

Options
Language
Skins
Resources

iCLASS SE Encoder

Activate License
First Name:

Last Name:
Email:

Company Name:
State / Province:

Country:

Frinter Make / Model:

License Key:

Asure ID

System License:
License Level:
Install Id:
Database Id:
Contact HID:

John

Doe
jdoe@hidglobal.com
HID Global
Minnesota

USA

none

Subscribe to product newsletter

Subscribe to anonymous surveys

Activate Online

AV352-YNRVGEGG
CP1000 Edition
RUXS-ULKQ

HID Customer Service

OK | | Cancel

x
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3.5.3 Change default Admin password

The Admin password should be modified from the default values for security reasons.

1. Select User Config > Home tab > Change Password.
2. Enter new and confirm password. Click OK.

i E User Config - Asure ID
E Home View E3 @
W
B & & & £ &
- o
Cut  Copy Paste | AddUser Remove SaveUsers| Change [ Manage Assign Template
User Password | Group to Group
Clipboard Aszure 1D Users Password Group Management
MainView
5 iCLASS SE Encoder | v
Work Order Manager Record 1of 1 ]
User ID: admin
Name: Administrator
Key Management
2 Use Windows Authentication:
£ Group MName: Mone

User Confl Card Printing: F
User Config: i
Program Options: |
Data Entry: Read/Write Access (with PAC...
iCLASS SE: Administrator

3.5.4 Upload encoder configuration package
The following steps load the required files (on the USB flash drive) on the CP1000 Desktop Encoder.

1. Go to Work Order Manager > File tab > Upload Encoder Configuration Package.
2. Locate the Credits and Keys folder, on the USB Flash drive. Load the .ise file included on the USB Flash drive.

3.6 Change default Admin password

The Admin password must be modified from the default values immediately (Username: admin, Password: admin).

Important: When creating a new Admin user or changing an Admin user password, it is important that this
password is saved in a secure location. At this time there is no password reset feature in place.

See 8.9 Change password for detailed information on modifying an Admin user or user password.

3.7 Add system users

See 8.6 Add a user for detailed information on User Management and adding users.

Important: When creating a new Admin user or changing an Admin user password, it is important that this
password is saved in a secure location. At this time there is no password reset feature in place.
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4.1 Introduction

This User Guide is specific to the iCLASS SE CP 1000 Desktop Encoder. The following sections cover the initial
configuration of the iCLASS SE Desktop Encoder.

4.2 Plugin package

A plugin package configures both the iCLASS SE desktop software and the encoder for the type of technology being
used (for example iCLASS). This installation package contains all the counters, configuration, format and key files
necessary to execute work orders for various technologies.

Plugins initially provided include:

» iCLASS

* MIFARE Classic
 MIFARE DESFire EV1
* Prox

» Seos

During initial installation, all required plugins are installed. By default, the iCLASS SE Encoder Kit ships with standard
keys and a small number of credits to get started. See 2.12.2 iCLASS SE Encoder Plugins tab for more information on
plugins.

Options x

Template Installed Plugins
Skins |9| |9|
O r Plugin Name Plugin Version Applet Version Actions 1
Advanced Printing MIFARE Classic 7.9.1.2753 5.5.0.0 Disable
Encoding MIFARE DESFire EV1 7.9.1.2753 5.5.0.0 Digable
Licensing Prox 7.9.1.2753 5.4.0.0 Disable
Card Design Seos 7.8.1.2753 5.5.0.0 Disable
Devices
ICLASS SE Encoder

Custom Key Store Plugins

Active Plugin:

Default Custom Key Store

oK ‘ ‘ Cancel
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4.3 Formats

HID programs thousands of formats used in the security business. Every format has a name and a number. A format
describes how a credential is to be constructed and deciphered (for example: the number of data fields, size, legal value
ranges, and how they are constructed when written to a card).

The application is provided with a default format of H10301. If an additional/different format is required, contact an HID
Global representative for assistance. To install a format file, follow the steps listed in 2.12.1 iCLASS SE Encoder
Formats tab.

Options
Language  Fermats E- ugis | Jatadase | Cptions | Abou |
Skins Instaled Formats
Resqurces | |.=.
Licensing H1J301 Remove Schected Format(s)

If the format you arz trying o read is not listed here, contact your HID representative for assistance,

oK Cancel
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4.4 Upload encoder configuration package

The Credential Credits and Keys are delivered on the USB Flash drive in the Credits and Keys folder. However, when
additional credits are required they are ordered from HID Global.

Note: Credential Credits and/or Keys can be received as a single .ise from HID Global. See 7.8 Load HID keys for
information on loading these files.

Select Work Order Manager > File tab > Upload Encoder Configuration Package.

Browse to the iCLASS SE Encoder File (.ise file) provided by HID Global.

Double-click the file to be loaded or select the file and click Open.

The software updates the keys and key sets. A progress bar is displayed as the keys and credits are loaded.

When successfully loaded, the message Package has been successfully installed appears at the bottom of the
window.

oMb

After the upload is complete, the installed package contents are displayed on the Key Management > Keys tab pane.

File T A @
—— 5 g ImportKeys -~ 5 % Remove & 4 Edit Key Set ] 5
g b = fs %

Create  Remove 4% ExportKeys Load HID .2 Revoke Refresh Add Key @) Delete Key et || KeyRoll Config
Custom Key Custom Key Key(s) Card  Card

Custom Keys HID Keys Key Sets Door Readers
e |
ﬁ Home = Custom Keys Selected Encoder:

R Desqiplon Key Length HID OMNIKEY 5427 CKCLO = ()
[amsmeen | e —r -l
E Another custom key 03010709E349CFDA 108820 50 38CIF603F2D4 Encoder Engine ID:
Second custom key 030107094E IADESEACD39 180597743830 166 24 || | 2B0601040181E438010103050F8C(
Work Order Manager More key 03010709EC SEE6AF3C121C5F21DC 19691853 24
Encoder Authentication Status:
— Even more 0301070956 126DE420884943F964006 39 7ED 24 N
— Authenticated
Key Management Available Key Slots:

+ -~ I | soof 256
Advanced =
IU—I HID Keys Available Memory:

7 | 6693 of 164864 Bytes

[ [ Name Configuration QD

; S0 0D oS
ICLASS BOOK 0 PAGE 0 CREDIT KEY Standard 28060104018 1E438010102010704
ICLASS LEGACY HID APP DEBIT KEY Standard 28060104018 1E438010102010701
ICLASS 50 OMLY DEBIT KEY Standard 28060104018 1F433010102010721
ICLASS DEFALLT TRANSPORT DEBIT KEY Standard 28060104018 1E43301010201070301
ICLASS DEFAULT TRANSPORT CREDIT KEY Standard 28060104018 1E43301010201070302
ICLASS BOOKQ PAGE1 DEBIT KEY Standard 28060104018 1E433010102010705
ICLASS BOOKOQ PAGEL CREDIT KEY Standard 28060104018 1E433010102010706
ICLASS BOOKQ PAGE2 DEBIT KEY Standard 26060104018 1E4330101020 10707
ICLASS BOOKQ PAGE2 CREDIT KEY Standard 260601040158 1E433010102010708

Ready
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4.5 Custom keys

The initial package provided to the customer includes a limited number of credentials to get you started. Custom Keys
are created from the Key Management application.

e | x @
-_-’$ ;“‘iﬁ @ Import Keys ﬁ -u? Remove @ If;;& ] Edit Key Set E::b @
Create Remove . ExportKeys | Load HID u? Revoke Refresh | AddKey @ Delete Key Set | Key Roll Config
Custom Key Custom Key Key(s) Set Card  Card
| Custom Keys 1! HID Keys 1 Key Sets ||_Door Readers |
-ﬁ- Home = (L s || Selected Encoder:
e e | e — 20 - O
i Another custom key 03010709E349CFDA 1086 2D5038C9F603F2D4 24 || Encoder Engine ID:
Second custom key 030107094 1ADESEACD 39 1B0537743830 1E6 24 || | 28060104018 1E438010103050F8CI(
Wark Order Manager More key 03010709EC SEEGAF3C 121C5F21DC 14641853 24
Encoder Authentication Status:
:\j Ewven more 0301070956 126DE420864543F964006397E0 24 Authenticated
=y Manooement Available Key Slots:
-~ | o f2ss
‘ 6 Advanced | HID Keys Available Memory:
Mame Configuration [e)in] ]| CEEBCFCIE S
> soss oo om DL
ICLASS BOOK 0 PAGE 0 CREDIT KEY Standard 2B0601040181E438010102010704
ICLASS LEGACY HID APP DEBIT KEY Standard 2B0601040181E438010102010701
ICLASS 50 ONLY DEBIT KEY Standard 280601040181E438010102010721
ICLASS DEFALLT TRANSPORT DEBIT KEY Standard 2B0601040181F43801010201070301
ICLASS DEFALLT TRANSPORT CREDIT KEY Standard 2B0601040181F43801010201070302
ICLASS BOOKO PAGE 1 DEBIT KEY Standard 2B0601040181F438010102010705
ICLASS BOOKD PAGE1 CREDIT KEY Standard 280601040181E438010102010706
ICLASS BOOKD PAGE2 DEBIT KEY Standard 280601040181E438010102010707
ICLASS BOOKD PAGE2 CREDIT KEY Standard 280601040181E438010102010708
Ready

For information on Creating Custom Keys, see 7.2.1 Key Management toolbar.
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5.1 Introduction

The Work Order Manager module allows you to create, manage and execute Work Orders.

5.2 Work Order Manager Home tab

The Work Order Manager Home window contains the following areas.

Home 2 @
I 1 -
A 9. 3 |8 B 860 |
&, Rename }QI |=CE] B &
Open Close Add Work Remove Card Info
©) Delete L] Instruction ld ®
Wark Order Management Work Instructions Work Order Execution
e o i coar
ﬁ Home Selected Encoder:
155 1CLASS SE Encader HID OMNIKEY 5427 CK.CL 0 -9
- Selected Technology:
; ICLASS -
Work Order Manager CL=leais
Connected
— SAM Version:
Key Management 5.5.0.0
Credential Credits:
€ Advanced
Genuine HID, iCLASS Hlite =
=
un hd
Work Order Description
ICLASS: Write "H10301" (SE)
m {CLASS: Write Custom Field (ASCI T
44 Record 0 of 0 =
Ready

5.2.1 Work Order Manager toolbar

- -
R

Open  Oosze

ﬁ Rename

@ Delete

‘Work Order Management

Work Order Manager - ICLASS_test - Asure ID - B X
= @
t‘ i ] = Edit E@ Eﬁl ﬁﬂ 3 3 ) Riead Back
Hj Export to C5V nddl_gm ot e
t Wi Hemoe Record Add Batch Remove Exscute Exeoute card Info
%] Export to POF || tretruction 2 Records Records Selected Al ®
‘Work Instruchons Work Order Execution

Toolbar Function | Description

Open Opens an existing Work Order. See 5.4 Open a work order.

Close Closes the current Work Order. See 5.5 Close a work order.

New Closes any currently open Work Order and opens the Work Instruction Wizard to create a Work Order. See 5.6 Create
a work order.

Rename Renames an existing Work QOrder. The Manage Work Orders window appears. Select the correct work order and click
Rename Work Order. See 5.7 Rename a work order.

Delete Deletes an existing Work Order. See 5.8 Delete a work order.

Print Prints the open Work Order. See 5.9 Print a work order.

Save As Saves the open Work Order with a new name. See 5.10 File save as a work order.

Export to CSV Exports the work order to a comma separated file. See 5.11 Export work order data to a CSV file.

Export to PDF Exports the work order to a Adobe PDF file. See 5.12 Export work order data to a PDF file.
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Toolbar Function

Description

Add Work Opens the Work Instruction Wizard to walk you through the creation of a Work Instruction. See 5.13 Add a work

Instruction instruction to a work order.

Edit Modifies an open Work Order as needed. See 5.14 Edit a work instruction.

Remove Removes an open Work Order. See 5.15 Remove a work instruction.

Add Record Adds a single record to the Work Order database. Each record added is a credential to be encoded with the Work
Order. See 5.12 Export work order data to a PDF file. See 5.16.1 Add a credential record.

Add Batch Adds a batch of records to be encoded with the Work Order database. See 5.16.2 Adding a batch of credential

Records records.

Remove Records

Deletes one ore more Work Order records at a time. Shift + Click to select all records or
Ctrl + Click to select individual records for removal. See 5.16.3 Removing records.

Execute Selected

Executes selected Work Order record. This allows you to select a record, and encode the work instructions. As each
card is completed, the display for the credential record is grayed out and the serial number of the card is displayed in
the column. With each encoding, the associated Credential Credits decreases by one. See 5.16.4 Execute a work
order on selected credential records.

l Note: If there are not enough encoding credits for the process, a message is displayed.

You need to contact HID Global and order more encoding credits.

Execute All Executes all records in a Work Qrder. The system selects all records and encode. The process continues until all the
credential records have been encoded. See 5.16.5 Execute a work order on all credential records.

Read Back Reads back the card currently on the encoder and attempts to read a card and locate its corresponding record in the
data of the current Work Order. An error message is displayed if the card information does not match that in the Work
Order. See 5.16.1 Add a credential record. See 5.16.6 Read back.

Card Info Reads the UID and memory configuration of the presented card.

Place a card on the iCLASS SE Encoder, select the card technology type, then select this option.
Note:
Not all cards display the same information. In general the information is:

e CSN - Card Serial Number
* Card Type (for example, SO Only)
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5.2.2 Work Order Manager Configuration pane

Selected Encoder:
HID OMMIEEY 5427 O 5C 0 - K3
Selected Technology:
ICLASS

Current Status:
Connected

SAM Version:

4.0.0.0
Credential Credits:
Genuine HID

30

Genune HID, HID 510
35

Genune HID, Custom

36

Work Order Desoription

ICLASS: Write "H103011" (SE)
Field Description
Selected Encoder All available encoders are listed in the drop-down list. Click the Refresh to refresh the type of encoder.
Selected Technology Displays all card technologies loaded on the encoder.
Current Status Displays the status of the encoder.
SAM Version Displays the current SAM firmware version.
Credential Credits Displays all the credits loaded on the encoder.
Work Order Description Displays each work instruction on the open Work Order.
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5.3 Work Order Manager File tab

The Work Order Manager File tab contains specific options for this module.

p—— Linenn

@ Install Formats

B Upload Encoder Configuration Package
i B Upload Credential Credits

@ Import Work Order

@ Export Work Order

@ Open Log File

Recent ltems 3

| Options | | Exit Asure ID |

Option Function Description
Install Formats Imports an encrypted file determining how a PACS credential is formatted. See 1.2.7 Formats.
Upload Encoder Uploads credential credits and HID Keys on to the encoder. See 4.4 Upload encoder configuration package.

Configuration Package

Upload Credential Credits | Allows the upload of Credential Credits (.xml and .ise) provided by HID Global.

Import Work Order Allows you to upload a Work Order Export file (.xml) to Asure ID CP1000 Edition application. Can also import
key sets and formats from .isx packages.

Export Work Order Allows you to save a Work Order for backup and to upload the file at a later time.

Open Log File Allows you to view the log file of events for the Asure ID CP1000 Edition application.

Recent ltems Displays the Recent Work Orders, for quick reference. Work Orders can quickly be opened by double-clicking a
Work Order on the list

Options See 2.7 Options window for detailed information.

Exit Asure ID Logs the current user out and exits the application.

5.4 Open a work order

To Open an existing Work Order, select Work Order Manager.

Select Open from the toolbar.

Select a Work Order from the list, and click OK.

The Work Order information populates the Work Order Manager window.

Hwwpn =

5.5 Close a work order

1. To close an open Work Order, select Close from the toolbar.
2. The Work Order is closed.

PLT-01067, B.1 43 July 2025



m Powering Asure ID™ iCLASS® SE™ CP1000 Desktop Encoder
Trusted Identities User Guide

5.6 Create a work order

A Work Order is comprised of one or many Work Instructions. A Work Instruction is a single command issued during
Work Order execution. The single Work Instruction can either read or write to a specific memory location.

1. From the Work Order Manager module. Select New from the toolbar.

2. The Select a Plugin window is displayed. Select the required technology, and click OK.

3. See Work instruction wizard for details on each technology wizard. When you have completed the wizard, return to
the following step.

4. Select Yes to save the Work Order.

5. In the Save Work Order window, enter a descriptive name for the Work Order, and click OK.

6. The Work Order information is now displayed on the Work Order Manager window, with the Work Order name
displayed across the top of the window.

5.7 Rename a work order

1. In the Work Order Manager module, select Rename from the toolbar.

2. The Manage Work Orders window is displayed. Select a work order from the Available Work Orders list and click
Rename Work Order.

3. The New Work Order Name window is displayed. Enter a new name for the work order and click OK.

4. The Work Order name is updated on the list. Click OK.

5.8 Delete a work order

1. In the Work Order Manager module, select Delete from the toolbar.

2. The Manage Work Order window is displayed. Select a work order from the Available Work Orders list and click
Delete Work Order.

3. The file is removed from the list.

4. Click OK.

5.9 Print a work order

Work Orders can be printed to a local printer.

From the Work Order Manager module, click Open from the toolbar.

The Open Work Order window is displayed. Select a work order from the list.
Click Print from the toolbar.

The Print window is displayed. Select your printer options.

Click Print.

oo
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5.10 File save as a work order

This process makes a copy of the Work Instruction to a new Work Order, where it can then be modified, as needed.

l Note: The database is cleared for the new Work Order.

From the Work Order Manager module.

Click Open from the toolbar. In the Open a Work Order window, select the work order.

Select Save As from the toolbar. The Save Work Order window is displayed.

Enter a new name for this Work Order in the Template Name field and click OK.

The new Work Order is saved and opened with the new name ready to edit, if needed.

The Work Order file is encrypted by the key generated from the password delivered by the customer.

If a Work Order with this Template Name already exists, a Warning window is displayed. Click Yes to overwrite the
current Work Order.

o koD

5.11 Export work order data to a CSV file
Work Order Data can be exported to a Comma Separated Values file (CSV) file.
1. On the Work Order Manager toolbar click Export to CSV.

2. Browse to a location to save the file, and click Save.
This is an example of the CSV file.

.ﬂ = ™ - = ICLASS-SE-Config-H10301.csv - Microsoft Excel o B EE
m Home Insert Pagelayout Formulas Data  Review View Acubat % @ = @ B
Al - S | Card_ld_Mumber i
A [} = D -
1 [card 1d Mumber lFacility_Code iCLASS Card_Serial_Number Custom_Field
2 1 1 51244201F3FF12ED
3 2 1 52244201F5FF12ED
4 3 1 7A06FCO0FBFF12ED
5 4 1 0102FCOOFBFF12ED
(7] 5 1 51244201F39FF12ED
7 6 1 52244201FSFF12E0
g 7 1 TADGFCOOFBFF12E0
9 ] 1 D10Z2FCOOFBFF1ZED
10 9 1 51244201F9FF12ED
11 10 1 52244 01FSFF12ED
12
-
M 4 b ¥ ICLASS-SE-Config-H10301 %3 [T+ LA
Ready | 8| B 100% (= | i+

5.12 Export work order data to a PDF file

Work Order data can be exported to a portable document format (PDF) file.

1. Work Order Manager module click Export to PDF.
2. Browse to a location to save the file, and click Save.
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5.13 Add a work instruction to a work order

A Work Instruction is a single routine issued during Work Order execution. The single Work Instruction can either read or
write to a specific memory location.

l Note: This example is of a Custom Configuration.

Open a Work Order.

Double-click a Work Order from the list to open.

The Work Order information is displayed on the Work Order Manager window. Select Add Work Instruction.

Select the technology type from the list and click OK.

See Work instruction wizard for details on each technology wizard. When you have completed the wizard, return to
the following step.

6. Select Yes to save the Work Order.

The new Work Instruction is now listed on the Work Order Description.

o oD

5.14 Edit a work instruction

The following describes the simple process of editing an existing Work Instruction.

Open a Work Order.

Click Edit in the Work Instructions section of the toolbar.

Double-click a Work Instruction from the list to edit.

The Work Order Instruction wizard is opened. See Work instruction wizard for details on each technology wizard.
When complete, the Work Instruction selected is modified.

Howwn =

5.15 Remove a work instruction

The following describes the simple process of removing an existing Work Instruction.

1. Open a Work Order.
2. The Work Instruction is now displayed on the Work Order Manager page. Click Remove in the Work Instructions
section of the toolbar.

3. Double-click the Work Instruction from the list to remove.
When complete, the Work Instruction is removed.

5.16 Work order execution

After the Work Instruction and Work Orders are created, you execute a work order. This section gives an overview of the
process to write SIO credentials to an iCLASS card, but is applicable to other Use Cases.

5.16.1 Add a credential record
This section covers how to add a single credential record.
1. Open a Work Order.

2. From Work Order Manager click Add Record.
A single credential record is added.
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5.16.2 Adding a batch of credential records

This section covers how to add a batch of credential records.

l Note: A single credential record or a batch of credential records can be added by following these steps.

1. Open a Work Order.

2. From Work Order Manager click Add Batch Records.

3. Enter the number of credential records to add. Click OK.
The credential records are added to the list.

5.16.3 Removing records

Open a Work Order.

Select one record, or a range of records.
Click Remove Records.

Click Yes to verify the deletion.

The credential records are removed.

Howwn =

5.16.4 Execute a work order on selected credential records

This section covers how to execute a Work Order on a credential record.

Open a Work Order.

Place the correct card type on the CP1000 Desktop Encoder.

Select the records to encode (Ctrl+Click or Shift+Click) to select a range of records.
From Work Order Manager click Execute Selected.

A progress window is displayed.

When the first card is complete, and if more than one credential was selected, a notice is displayed, asking to place
the next card on the encoder.

oo s N~

If prompted to do so, place the next card to be encoded on the reader.

If encoding multiple cards, as each card is complete, the display for the credential record is grayed out and the
serial number of the card is read into the column. Note that the associated Credential Credits decrements by 1 with
each execution. Counter is updated only after all selected records have been encoded if encoding multiple records.

Note: If there are not enough encoding credits for the process you are executing, a message appears with a
similar message as shown below. You need to contact HID Global and order more Encoding Credits.

5.16.5 Execute a work order on all credential records

This is the same process, as 5.16.4 Execute a work order on selected credential records above. However, you do not
need to select any credential records, and the process continues until all the credential records have been executed.

5.16.6 Read back

The Read Back functionality attempts to read a card and decipher/locate its corresponding record in the data.

To read a card, open a Work Order with the correct technology type and format.

Place the card on the reader.

From Work Order Manager click Read Back.

If successful, the Credential Record information on the card appears in the Card Info window if a match is found.

> oD~
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6.1 Introduction

The Work Instruction Wizard appears any time you:

¢ Create a New Work Order
¢ Add a Work Instruction to a Work Order
¢ Edit a Work Instruction

There are currently five (5) technology types available, with a corresponding Work Instruction wizard.

e iCLASS

* MIFARE Classic

e MIFARE DESFire EV1
e Prox

e Seos

See the following sections for detailed information on each work instruction wizard.
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6.2 iCLASS work instructions
6.2.1 iCLASS: HID access application

This section covers the Work Instruction wizard for iCLASS, with the HID Access Application encoding.

1. Select the iCLASS technology type, and click OK.
2. The Work Instruction wizard opens to allows you to configure the Work Instruction for iCLASS. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.
Enable User PIN Entry available with SR (HID Access Application and SO only)

Credential Type SE (SO only), SR (HID Access Application and SQ), or HID Access Application.
Format: Select a Format from the list.

Note: For this example a Write/HID Application/SE (SO only) configuration is selected.

=P

Select data format
Select the format of the data bhat wil be written to the card.

Instruction Ty Crecents Type

Rmed 0 SE (SO only)

~) SR (HID Access Application ard SO

& Witr *) HID Actess Applcadion
_ Rl Card Authentication Key Format:
Add
Data Type
[ 7 HID Access Apolication ]
. Custom
Opticns

IF the format you are Byng to resd £ nat ksted here,
[ Onwerwrite Existing Credential montact wour =ID representative for assistanoe,

< Back
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4. Define Format Parameters: You select, then customize each parameter defined for the selected format. Select the
line to modify. Each parameter is editable with text or from a drop-down menu.

Field

Description

Name

The name is read from the Format file. It is recommended to not change this name unless necessary.

Parameter Type

This can be Auto Increment, Static, or Manual User Entry.

l Note: Type is typically determined by the Format file.

Enforce Unique
Numbers

Check this box for a runtime check of the manual value entered to guarantee unigueness, prior to
executing the Work Order.

Default Value

The default Static value is used when auto-creating a new Credential record.

Increment Step

The step value used to increment Auto Number sequences.

Auto Numbers

This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (..) and entering the ranges (see following graphic).

assencoding =loi ]

Define Formal Parameters

Diefine fonmat parameter apecifics

Hame
Faciity Code

Farameler Type Enforce Unigue Mumbers | Dafault Valie Inrement Step | Aubo Number Ranges

Startic

1 1 BE

oo JCE) | o

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

Start Humber

Auto Mumber Sequences

254 ] 1000 * |

5. Click Next to continue with the wizard.
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6. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field Description

Expected Card Type Configured or Unconfigured.

Note: If Configured is selected, the Card Configuration field below must be set.
Unconfigured cards are not supported on CP1000 encoders.

Card Configuration Select the memory configuration from the drop-down list. Options are:
2K (default), 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only), 16k16 (SO
Only), 16k2+16k1 (SO Only), 16k16+16k1 (SO Only).

Note: Memory Map is grayed out with the Data Type set to H/ID Access Application, as the HID Access
Application is always encoded in the same place. However, if the Data Type is set to Custom, the
Memory Map is active.

Expected card type: configured

Note: This is the default and recommended setting. All iCLASS cards shipped from the HID factory are
configured, unless specifically requested.

WLASS Encoding =10 |

Select card configuration and kecation where dats will b= wrilben

Expected Card Type:
Configured -
Card Canflguraion:

Cancel
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Expected card type: unconfigured

l Note: Not available on CP1000 encoders.

o1 A% Frending o ] 1|
Memory Map  Unnfiorsdion
Select card configuration and lecstlion whers data vell be vaitien

Espeocted Card Type:

Card Canfigur ation:
. -

| <Back l Mext > || Canesd |

7. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Card Authentication Custom or HID defined Key Sets may be selected.

Keys

SO Encryption Key Custom or HID defined SO Encryption Key Sets may be selected.

[Classeacoding =10/ x|
Key Selection

Select a key which vl be u=ed tolock the Appirea after the datz € written

Keys
Card Autheniication Key:
Standard
50 Enaypiion Key:
Standend

| < Back Cancel

8. You have completed the wizard click Finish.
9. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.2.2 iCLASS: custom encoding

This section covers the Work Instruction wizard for iCLASS, with Custom Encoding.

1. Select the iCLASS technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for iCLASS. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type For this example Custom must be selected.

Options Not available with Custom.

Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, and Integer.
Name: Modify the Name, if needed.
l Note: Name field constitutes column in Work Order data view.

Note: For this example Write/Custom/ASCII Text/Custom_Field configuration is selected.

=P

Select data format
Select the format of the data bhat wil be written to the card.

Instruction Type Custer Dats

Read HAugn Type:
£ Wite ASCII Tt
_ Raoll Card suthentication Key .

Custom_Fel

Data Type -
" HID Access Apolication
Opticns

< Back Cancel
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4. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field Description

Expected Card Type Configured or Unconfigured.

l Note: Unconfigured cards are not supported on CP1000 encoders.

Card Configuration Select the memory configuration from the drop-down list.

Options are: 2K, 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only), 16k16 (SO Only),
16k2+16k1 (SO Only), 16k16+16k1 (SO Only)

Default is 2K.

Memory Map Define (select) the AppArea/Block.
l Note: This field can be scrolled.

P -

iCLASS Encoding e[ E) ]
Memory Map  Configuration

Select card configuration and location where data wil be writken

Expectzd Card Type: [ | Memory Maa
[Eﬁnﬁ;ued '] i
I
Card Configuration: i
1
I
1

(x J

| Bl _ea
- Elocs_24
- Elogs_g5
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5. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Keys Card Authentication Key: Custom or HID defined Key Sets may be selected. Select the key used to
authenticate to the key currently securing the AppArea to encode.

SO Encryption Key: Custom or Standard Key Sets may be selected.

New Card Authentication Key: None or Custom Key Sets may be selected. Select a new key here only to
change the key that is used to secure this AppArea.

Encryption Encryption Type: None, or 3DES

Encryption Key: This field appears with the 3DES selection above. Select the Encryption Keys loaded. This
encrypts the data on the card. Data must be decrypted accordingly, when read by 3rd-party applications.

J1=TE

Key Selection
Select a kev which will be used to lock the AppArea aftes the data is written,

Keys
Card Authenilication Key: Mew Card Authzalicalion 2y:
LStandard - MNane -
S0 Freryption Key:
Ctandard -

Enayption
Enayption Type:
Mame -

6. You have completed the wizard click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.3 MIFARE Classic work instructions
6.3.1 MIFARE Classic: HID access application

This section covers the Work Instruction for MIFARE Classic, with HID Access Application encoding.

1. Select the MIFARE Classic technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for MIFARE Classic. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.

Credential Type SE (SO only), SR (HID Access Application and S0), or HID Access Application.
Format: Select a Format from the list.

Note: For this example, a Write/HID Application/SE configuration is selected.

=

Select data formal
Selact the format of the data that wil be written to the card,

Instruction Type Credential Type

" Read 20 5E (50 only)
A, (HID Access Appkcatian and S0)

i

ficd Card Authentication Key Format:

s
gve Geruine S0 Secior

Cata Type
[ “ HID Azcess Apohcation ]
© Custam IF the format you are trying to read & not lsted bere,
montact your HID representative for assstanoe.
Opbons
=] Cwerwrite Extsting Credential
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4. Define Format Parameters: Select, to define each parameter for the selected format. Select the line to modify, each
parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (...) and entering the ranges. See following graphic.

MIFARE Ficodindg ;lglil

Define Formal Parameters
Define fowmal parameler specifics.

Mame Par ameler Twpe Enfurce Uriue .., | Delaull Wale Incremenl Slep Baabo Pumier Ba. .. ]
Fadlty Code Static [ 1 1| 1-255
Y Card Id Humber Aurta Increment | 25E-1000
= Fack piext > Canoel

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

Autoumber Sequences =101 x|

5. Click Next to continue with the wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

currently used to protect the Sector. Select Default if working with a blank card or Sector.

from the drop-down menu. SO Encryption Key: Select an option from the drop-down menu.
Note: Only available when writing SE or SR cards.

MAD Write Key B: Select an option from the drop-down menu.

Keys Key Set: Standard, Custom or HID defined Key Sets may be selected. Authentication Keys are the keys

Authentication Key A: Select an option from the drop-down menu. Authentication Key B: Select an option

=10l x]
Key Selection

Sefect a key vwhich val be used to ok the Appleea after the data s writlen

KayE
Ky Sct:

= ETrrTeTTeTTETTET TS TSI TETTETTRT TRT TR

Authenli slion Key A:

Baslhi_Key_1 -
Aulhenli slion Key B:

Me=Cadl Ky A -
S0 Enrvplian Key:

D=fault S0 Fneryption Key -
MAD Wiale Key R:

D= di HID MAD Key B -

7. The wizard is complete, click Finish.
8. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.3.2 MIFARE Classic: custom encoding

This section covers the Work Instruction wizard for MIFARE Classic, with Custom Encoding.

1. Select the MIFARE Classic technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for MIFARE Classic. Click Next.
3. Select Data Format: You can make selections from the following. When complete, click Next.

Field Description
Instruction Type Read, Write, Roll Card Authentication Key, or Roll Card Authentication Key.
Data Type For this example Custom must be selected.
Options Not available with Custom.
Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, or Integer.
Name: Modify the Name, if needed.
l Note: Name field constitutes column in Work Order data view.

Note: For this example a Write/Custom/ASCII Text/Custom_Field configuration is selected.

HIFAIRE Enendng ) =10l =l

Select data format
Sebect e formal of the dala that will be willen o e srd.

Instauchion Type Cueluwn Cala

" Read Plugin Tyoe:

o
Name:

Roll Card Authenticstion Ke
i Cuetom Feld

Mowe Gerune S0 Sechor

[Cata Type
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4. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field

Description

Configuration

Card Type: 1K, or 4K
Sector Trailer Authentication Key: Key A, or Key B

Update MAD

Select the check box to update the MIFARE Application Directory (MAD).
l Note: This is an optional parameter (sector 0 is always reserved for this purpose).
Application ID: Enter the Application ID your company has registered with NXP to update.

Change access

Select the check box to Change access conditions

conditions Sector Trailer Access: Select an option from the drop-down menu.
l Note: See the NXP Datasheet for more detail on Sector Trailer.
Block Access: Select an option from the drop-down menu.

Memory Map Define (select) the MIFARE Sector/Block (scrollable field).

Note: The legacy HID application can be encoded on Sector 1. This is a fixed location. The HID SIO™
application can be encoded in Sector 4 generally, but can be moved.

I0x]
Memory Map Cenfiguration
Select card configuration and locaton where data vwil be written
Configuration Mefrary Mao n
Card Type: i=l- MIFARE
1¥ . ) & -
Sector Traler Authentication Key:
Key A =
[ | Update MaD | Sector_2
Aoplication T - Black 0
- Blode_1
- Blodk_2
& Change aoess conditions & sacter 3
Sechor Trader Access: - Block_0
{301) Key & [Writ= with Key &), Key B (Read ... - o Blode_L
Block Access: - Blodk_2
{300) Full Access using Key A or B - o e
| - Bladk 0
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5. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.

Field Description

Keys Key Set: Not an option.

Authentication Keys are the keys currently used to protect the Sector. Select Default if working with a
blank card or Sector.

Authentication Key A: Select an option from the drop-down menu.

Authentication Key B: Select an option from the drop-down menu.

SO Encryption Key: Not available with the Custom option.

MAD Write Key B: Select an option from the drop-down menu.

=10 x|

Key Selection
Select a key which vdl be used tolock the Applcea after the data s written

Keys
Ky Sek:
] Ovenarita Existing Kaye

Authentication Key A:

Defaudt Key A -
Authentication Key B:

Defadt Key B -
50 Encryphion Key:

MAD Write Key B:
Ceefault HID MAD Key B -

< Back = et > Cancel

6. The wizard is complete, click Finish.
7. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.3.3 MIFARE Classic: move genuine SO sector

This section covers the Work Instruction wizard for Move Genuine SO Sector process.

1. Select the MIFARE Classic technology type, and click OK.
2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: Select the following. When complete click Next.

Field Description

Instruction Type Move Genuine SO Sector

0

Select data format
Select the format of the data that wil be writlen to the card.

Instruction Type
' Repd
Wirite

~ Roll Card Authenbication Key

HLO3CL
2 Move Genune 30 Secor ]
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4. Configure the HID Genuine SO to a new sector. Click Next.

Field Description

MIFARE Card Type Options are: 1K or 4K

SO Sector Number Auto Detect

New Sector Number Select new sector number from the drop-down menu. Range is 1-15

New Sector Auth Key Options are: Key A or Key B.
Type
New Sector Auth Key Options are Default Transport Key, or defined Authentication key.

Note: If a key is selected other than HID Standard, the reader needs to be configured with the MIFARE
Key Set you are using for the SO Sector. See 1.1 Load HID application keys for details.

il

Geruine 50
Configure how b move the HID Genuine 50 to a new eector

MIFARE Card Type:

e ] -
£0 Sector Humber:
e Sactor Mumibar:
14 .
MNew Sector Auth K2y Type:
Key A -

Mew Sactor Auth Key:
De=faiilt Transport Key -

5. When the wizard is complete, click Finish.
6. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.4 MIFARE DESFire EV1 work instructions

6.4.1 MIFARE DESFire EV1: HID access application
This section covers the Work Instruction for MIFARE DESFire EV1, with HID Access Application encoding.

1. Select the MIFARE DESFire EV1 technology type, and click OK.

2. The Work Instruction wizard opens to allow you to configure the Work Instruction for MIFARE DESFire EV1. Click
Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.

Format Select a Format from the list.

HID Access Application | A physical access control (PAC) application that allows a smart card to be used for physical access into a
building or secured area.

Application ID: The reference identifier for an application on a card.

Note: For this example, a Write/HID Access Application configuration is selected.

MIFARE DESFire BV Encodmg

Select data Pormat
Select the format of the data that wil be witten ta the card,

i 'i.i.il-n-l;:: Format: i
Holl Card Suthenbcabon Key

) Format FICC
Data Type
[ HIN vz Agapalis alfin ]
O kom If the format youw arc rying to read is net listod hore,
sartact yaur HID repeeseatatiae far aesiatanee.
COpbars HID Apcess Applcahon
Cruerarite Euicting Credential Agyplicaion 10 D539 [HIDFoctory)
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4. Define Format Parameters: Select to define each parameter for the chosen format. Select the line to modify. Each
parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (...) and entering the ranges. See following graphic.

MIFARE DESFire EV1 Encoding

Diefirse: Foomal Poramee ers
Configura format parameter dats feld names, value Unigusness, NumBar 1anges and sutosncrevantng

behavier.
e Paramater Tyow Enforon Unicue .., | Dafaut Vakue Incranmnt Shep Auto Muvber Ra... |
Fadiity Code Static [(m] i 1| 1-55
P = 1 Humber e !

=

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

-1l
B B
AddRange Remove Range
Start Mumber End humbar
3 255 10ap 3

5. Click Next to continue with the wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Key Set Key Set: Custom or HID defined key sets may be selected

Change Key Set: Standard (No option).

SO Encryption Key: Key set used to encrypt the SO credential. Standard, Custom, or HID defined key sets
may be selected.

Override default PICC Master Key: Allows you to override the HID Standard or Elite PICC Master key on a

DESFIRE card.
Application Keys
Key Type Displays the Key type.
Crypto Method Triple DES, AES, or 3 Key Triple DES (24 byte keys)
Key Diversifier Algorithm | None, NIST SENC HMAC, NXP AV1 1 Key Triple DES, or NXP AV1 2 Key Triple DES
Auth Key None, NXP Default Transport Key, or HID SO PICC Master Key. Also custom Auth Key is listed.

MIFARE DESFre EW1 Encoding

My Seslesatiom
Salact @ kay which will ba uBad to lock T Apparea after the data i@ writtan,

Key Set
Ky Set: Change K=y S=t:
bew Ky et
S0 Ernryphion Ky:
= | Hew Kow Set o Cwerride default FIOC Master Key
Applcation Kays
Ky Type Crypio Method Kmy Drversifier Algorik farth K=y Chanpe Key
- T N ST -~ o~ = -
Applicatortaster Trigle DES Fdcires M Dot Trarsport Key Mo
Kyl Trigshis CES o el e
Y2 Trigsla DES [ [ (5
Hay®d Trighn CES [ Mg Hone

7. The wizard is complete, click Finish.
8. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.4.2 MIFARE DESFire EV1: custom encoding

This section covers the Work Instruction wizard for MIFARE DESFire EV1, with Custom Encoding.

1. Select the MIFARE DESFire EV1 technology type, and click OK.

2. The Work Instruction wizard opens to allow you to configure the Work Instruction for MIFARE DESFire EV1. Click
Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description
Instruction Type Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector
Data Type For this example Custom must be selected.
Options Not available with Custom.
Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text
Name: Modify the Name, if needed. Note: Name field constitutes column in Work Order data view.

Note: For this example, a Write/Custom/ASCII Text/Custom_Field configuration is selected.

MIFARE DESFire EVL Encoding —

Select data formal
Select the format of the data that will be written to the card,

Instruction Type Custom Data
Riead Flugin Type:
i Write ASCTT Tewt
Mame:
Hid Card Authenboaton Koy
Cuctom_Fisld

Clim i Type

HID Aocess Applcation

B

Oiptions
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4. Memory Map Selection: Select the card configuration and location where the data is to be written. Click Next.

Field Description

Application ID Enter the 3-byte Application ID your company has registered with NXP, in hexadecimal form.

File Number Select the file number (Range 0-31).

File Type Standard Data File is the only supported option.

File Size (bytes) Select the file size in bytes. Default is 16 bytes.

File Communication Select Ciphered or Plain for this example.

Settings

Key Change Mode To change a key, requires authentication with the following: Master Key, Key 1-13, Authenticate with key to
be changed, or Do not allow keys to be changed

PICC Master Key Select the PICC Master Properties from the list.

Properties

l Note: These options can only be managed when working with a blank card.

Application Master Key | Select the Application Properties from the list.
Properties

o o

MIFARE DESFire EV1 Encoding =N R~

Memory Map Configuration
Sedact card comfiguration and locabon where data will be wntten

Appkcation ID: PTCC Masber Koy Proper ies
Q00040 | Alow apphcation creste delete without authentication
File Mumber:
i| Aloww directary list access without sutharization
a -
| Alove the PICC Master Key to be changed
File Type=:
i| Aloir FICC Master configuration to be changed
Fie Size (bvhes): Applcation Master Key Properties
16 2 | Dedele Al Re-treale Faling Agydlialion
Fle Communication Settings: W) Alove Appkcation oofigueation ©hanges
PESEE e o | Alove fe creation @l deletion wilteest atborization
ey Change Made
| Alow directory list access withoul asthorization
Macter Ke *

| Alove dhanging of aplication master key

< Badk l Maxt » l Cancel
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5. Key Selection: Set the Application Key options in accordance with the NXP datasheets, and click Next. All options
can be set from the associated drop-down menu.

Note: Selections must abide by the rules you set up for the card.

Field Description

Application Keys

Key Type Displays the Key type.

Crypto Method Triple DES, AES, or 3 Key Triple DES (24 byte keys)

Key Diversifier Algorithm | None, NXP AV1 1 Key Triple DES, or NXP AV1 2 Key Triple DES

Auth Key The key used to authenticate to the key specified by Key Type.
None: To signify the key is not used. None is only valid for optional Keys 1-13.
NXP Default Transport Key: For blank cards, typically NXP Default Transport key is used.
Custom Keys: Custom Keys is listed, if they are 16 bytes or larger and have been loaded to the currently
selected encoder using the Key Manager.
If the card contains non-default keys (either loaded at the factory or by 3rd party), than the proper custom
key must be selected that can authenticate for the specified Key Type.

Change Key The Change Key is used only if you desire that the current key be changed during the encoding operation.
None: To signify the key is not changed.
NXP Default Transport Key: For blank cards, typically NXP Default Transport key is used.
Custom Keys: Custom Keys is listed, if they are 16 bytes or larger and have been loaded to the currently
selected encoder using the Key Manager.

File Keys

l Note: Keys selected in the following must be configured in the Application Keys section above

Read Key Select Read Key number (Range 0-13). Default is 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.
Write Key Select Write Key number (Range 0-13). Default is 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.
Read/Write Key Select Read/Write Key number (Range 0-13). Default is 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.

PLT-01067, B.1

70 July 2025



m Powering Asure ID™ iCLASS® SE™ CP1000 Desktop Encoder
Trusted Identities User Guide

MIFARE DESFire EVL Encoding ] =10 x|

Key Selection
Sefect a key vwhich vl be used tolock the Applcea after the data s written

Applcation Keys
| Key Type . Cryphn Method Key Diversifer Algonthm | Auth Key Change Key ]
Wﬂﬁﬂlﬂlur Trips DES Maong WEP Defadt Transport ... More
Keyl Tripl= DES Manz “One More
Kew2 Tripl= DES Monz “aone MNore
Key3 nple DES Mone “one Mone:

+ - ——————————————.°

File Keye
Rand Hey: Wirite Key: ReadWrite Key:
[ [ o

e D e

6. When wizard is complete, click Finish.
7. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.5 Prox work instructions

6.5.1 Prox: HID access application
This section covers the Work Instruction wizard for Prox, with the HID Access Application encoding.

l Note: This encoding only works with Genuine HID Prox credentials.

1. Select the Prox technology type, and click OK.
2. The Work Instruction wizard opens to allows you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field

Description

Instruction Type

Read, or Write.

Options

Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already
been recorded in the Work Order database.

Credential Type

Format: Select a Format from the list.

Note: For this example, a Read/Format: H10301 configuration is selected.

Prine Fninmnding ﬁl
Select data lormat
Sedect e formal of te data that will be wittzn b Be card

Irsiwuchion Type Credential Type

' Heod
Farmat:

it H10301 fed

Oinhions

|| Dververite Existing Credential
If tre Farmat you are trying to read ls nat isted hare,
contact your HID repeecentative for amiztence,
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4. Define Format Parameters: Define each parameter for the selected format. Select the line to modify, each
parameter is editable with text or from a drop-down menu.

Field Description
Name The name is read from the Format file. It is recommended to not change this name unless necessary.
Parameter Type This can be Auto Increment, Static, or Manual User Entry.

l Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee unigueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (..) and entering the ranges (see following graphic).

Proxkncodig x|

Define Formal Parameters
Define format parameter spedfics.

Hame Paremetsr Type  Enfarce Umique ... | Defeult vale Increment Step Auttes Nursher Ra... |

Fadiity Code Static 1} 1|1-355

by Card Id Mumber

o Db

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

J-1E
0 B
AddRange Remove Range
[ Start Mumber End Mumber

, I )

5. Click Next to continue with the wizard.
6. When the wizard is completed, click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6 Seos work instructions

6.6.1 Seos: HID access application
This section covers the Work Instruction wizard for Seos, with the HID Access Application encoding.

1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field

Description

Data Type

HID Access Application, Custom, or Read CSN.

Instruction Type

Read, Write, Roll Card Authentication Key, or Delete.

l Note: Delete is only available for custom encoding.

Options

Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already
been recorded in the Work Order database.

l Note: This is not recommended if the card number is already printed or engraved onto the credential.

Credential Type

Format: Select a Format from the list.

Seos Encoding

Aopicabon

Cata Type

Note: For this example, a Write/HID Application configuration is selected.

Configure Sens Instnucticn Mode
Eelect if the work instruction will be used ko read, write, noll keys, or deleb= 2 Custom or BI0 Acees=c

Credertial Type

[ ! HID Accwis Appicaton J

Cugtom

Fead

' Wirine

Dby e

Optons

Irstruchan Ty

Rl Card Authentication Keys

1 tha farmat you are rying o read i nol bited here,
comtact your HID representative for asststance,

Crosrwirite Exigting Cradengal

. s
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4. Define Format Parameters: You select, then customizes each parameter defined for the selected format. Select the

line to modify, each parameter is editable with text or from a drop-down menu.

Field Description
Name The name is read from the Format file. It is recommended to not change this name unless necessary.
Parameter Type This can be Auto Increment, Static, Manual User Entry, or Previous Work Instruction.

l Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee unigueness, prior to
Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the

ellipses (..) and entering the ranges. See following graphic.

P -

RS Frcoing

Define Format Parameters
Defie format parameter specfics.

Hame Parameter Type Enforce Unicue ... | Default Vale Increment Step Auko Number Ra... |
» Fiyco [ D T
Caind [d Mumber Auts Tnerement = L 1 1-65535

o <Bao T et ) | concel

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

10l
0 B

Add Range  Remove Ronge

r 1

Litart Mumber nd Mumber

| OK I Cancel

5. Click Next to continue with the wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to grant access to create the
ADF for the HID Access Application. If the card presented at the time of encoding has the factory default
GDF keys, Asure ID attempts to change the GDF keys.

ADF Key Sets ADF Auth Key Set: Selects the authentication key set for accessing the ADF in which HID Access
Application credential is written.

Encryption Keys SO Encryption Key: Standard, Custom or HID defined key sets may be selected

2

Eeon Encoding
By Sedeclion
Sl ek oivp Thal wall Dee wmed o the @y Denlica T and secaring of cala on e g
GOF Wy Sele

HIL reumends user e Lae umrmeatos of Ui carde Dy aing an Sike GOF aemel or arealing & Cuslom GD0F keveel

GOF Ayl Ky Sel:

Slambard = | Dew GOF Koy Sel
NOF Ky Sels

AL st My Sl

amciard +  liew &DE Kry Sot
Ererypbion Kers

S0 Encryplonfey:

©ratand - Hew S0 Py SeF

7. The wizard is complete, click Finish.
8. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.2 Seos: custom encoding (basic mode)

This section covers the Work Instruction wizard for Seos, with Custom Encoding/Basic Mode. The Basic - Single Key
Mode Is designed to be the fastest way for users who are not familiar with the Seos architecture to create a Custom Seos
Application. Mainly, this is achieved by requiring you to define only one key, which is used for the Privacy Encryption Key,
Message Authentication Code (MAC) and as the Administrator Authentication key used for reading, writing and
modifying itself (the authentication key required to change keys during Key Rolling operations).

Note: This mode provides a moderate level of security, but for high-security or complex operations, the Standard
Mode should be considered.

1. Select the Seos technology type. Click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
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3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field

Description

Data Type

For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation

For this example Basic - Single Key Mode must be selected.

Note: If the desired key is not defined, select <Create New Key> from the drop-down menu. Once the
desired 16-byte Custom Key and description are entered, click Create. The key is uploaded to
the encoder, after the wizard is completed.

Once this key is loaded to the encoder, it can only be referenced by OID, therefore backup the
key in a secure place, to configure the back-end system at a later time.

-

-

Seos Enceding
Configure Seos Instruction Mode
Select if the work nstructon will be used to read, weite, roll keys, or delete a Cistom or HID Access
Agplication
Data Type ADF Configuration
© HID Access Apglication ADF OID:
B36F 60 IEGBE96 46 760 HF 625 16C 2E73656F 73
r = | Show QID using ASCIL characters
Instruction Type
Read Custam Write Cperation
¥ Write 4 Basic - Sngle Key Moge
T
Delete Standard - Creats ADF and Data Obpect(z)
Update Existing Data Object
Craate a Kay E
Kary Cwpcription: | Seos Basdc Admin Key
Kmy: 55135BATFAGFS AR AT 5006543658 700
ey Sipe; 15
Gensrate Eandom Eey Ranedom Kay Size (bybas):
Ky OID:
speify Key's O]
Standard Key Sives (bytes)
iCLASS a
MIFARE Classic 5
MIFARE DESFine EVL & Se0s %
3 Ky TOES 4

Create Cancel
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4. Key Selection: Select the keys that are used for the authentication and securing of data on the card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to grant access to create the
ADF for the HID Access Application. If the card presented at the time of encoding has the factory default
GDF keys, Asure ID attempts to change the GDF keys.

%1 Encading

1

My eleciion
Selert fhe keys that wil be vsed for e authenbizazen and sscorng of dam on e card,

LILF Eey Sets
HID rescrmmenck users lake ownendhio of Wher candk Dy wing an Ble GOF keveel o aesing a Cuslom GDF kevsel,

GOF Aulh Ker 32l
Slamlad = |Hew GOF Koy Sel

5. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description
Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, Signed 64-bit Integer, or Lumidigm® Fingerprint Data.
Name This defines the name of the data field in which you enter the custom data.
Object Tag The Object Tag in Basic Mode is always DO.
[ Se0s Encoding == \

Data Ohyect Mappang
Configure which Obgect Tag wil be written by this Work Instructen and how $e dzta wil bz farmated.

Hugn Type:
ASCTT Tewt
Hame:
Chsboar_Fiedd
Object Tag:
(b}
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6. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

-

Sens Encoding

-

===

Work Instruction Complete

Yau have successfully aeated a Seos Work Instruchon

ALE OLLE
636F60 2E6RGP46 16 CEFG26 16C3ETIE T3

Objecls and Robes Used:

Nz Aakein (Key 1 - R0

Defined Keys:

ADF Privacy Bnaryplian Kiey: Value="8024250 300EBA1C CBC S0 MEEACCIMGA™

ADF Privacy MAC Key: Vale="30242503DDE811CACBC5 20763 AC CO46A"
Admn (Fioy 1): Value="8029250 300689 10 FUBC 520 PEALLHBA”

Export

Ta dome this wizard, cick Fingh

R T

7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.3 Seos: custom encoding (standard mode)

Standard Mode is designed to support advanced Custom Application Configurations. You are not required to have
intimate knowledge of the Seos architecture for simpler configurations of Standard Mode, but for more complex
configurations it is helpful. Defaults are provided in this mode to create a single key with read/write/change key access

to a single object tag.

1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options Not available with Custom.

ADF Configuration

ADF 0OID: A number (8 byte min) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation | For this example Standard - Create ADF and Data Object(s) must be selected.

-

Seos Enceding

Configure Seos Instruction Mode

Appicalon

Data Type

HID Access Application

Instructon Type
Read
Roll Card Authentcaton Keys

Ddete

Selact if the work mstructon wil be used to read, write, rol kevs, or delete a Cusom or HID Access

ADF Condgurstion
ADF OmD:

£ 3BFo EREE UGS GRS 10 160 X 0L 72
Sow OIC using ASCIL characters

Cushom \Wnte Operabion

Haoic - Mingle Key Mode

-

[ ) Standard - Create ADF ard Data Objeck(s)

Update Cxisdng Cata Object

<, Bk l [k l
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description

GDF Key Set Sets the key set that is used to authenticate to the GDF to grant access to create the ADF for the HID
Access Application. If the card presented at the time of encoding has the factory default GDF keys, Asure
ID attempts to change the GDF keys.

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID Select the Key ID in which the Privacy Keys is stored.
The default Key 01is the Privacy Key ID recommended by HID.

Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
| seos ey Fags = |

o Lise Randos Humbers

CK Cancel

e irenang e

Timem Sgpsdvainn Kom
Carfgurs B o snsl oo for Bra Sruaey Drervpbian Koy and bacesgs Sothamdnsion Coos M)

G Ky St
HD reconmenck 1es ke oererempof Hher tacds oy ueng an S W0F crpeet or oreabag 4 Cusir GOF e,

Starcad * e ey Gt

ADF Corigues ton s Frivecy Keya
Frwacy Inban Hex;

e

Messagt Asthendicziion Cooe MACH s o
. .u:__ : Create & Key @
Ky 13
Hep

Key D=scrpbion: | Frrescy Encryoaom Key

e |ACIFINDIAN3RTTE35R T 35550607230

Koy Jzm: 1
e ] Rk b
ey Ol
Soenifr Key's DID
Standard Koy Sires (bytes)
BLASS L}
MIFARE Oassic i
MIFARE DESFre EV1 B Sexa 16
3 Hey TDER |
Create Cance
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5. Primary User Key Role: Define a User Key/Role for accessing the default Data Object, and click Next.

Field Description
Role Name Rename the Role Name, if desired.
Custom Key Assign a Custom Key that this Role uses.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Seos Key ID Select the Key ID for the slot in the ADF this key assumes when the ADF is created.

Role Access Rights Modify the Role Access Rights as desired. It is recommended that the Primary User Role has Read and
Write access (Change Key access is optional).

Read Key: Is used to authenticate to a Data Object prior to reading its contents.

Write Key: Is used to authenticate to a Data Object prior to writing its data to it.

Change Key: Is used to authenticate prior to a Key Roll operation. See 6.7 Work instruction: roll card
authentication key for details.

Options Modify the Options (default options)

P -

Seos Encoding
Primary User Key Role

Configure te primary user key role, At s mirmum, tis roe shouks nave write dats access rights, IF
required additonal rolee can be added on the next page of tha wizard.

Ros Mams: Rele Azzess Rights
Admin | FRead Key
Custom Key: 7| Wirte ey
Carshom Seos Key | Change Key
Sema Key ID:

Cptions

| Secure Messaging

o Lise Ranoom MumbDers

<, Bade l [k 2 I Canoel
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6. ADF Configuration: Create and manager User Key Roles and Object Tags. Click Next.

Field Description
Available User Key Roles | Add, Modify and delete User Key Roles.
;& 53'". ‘g&x I Note: At least one User Key Role must be defined and assigned to an Object Tag, before you can
continue.
Drag and drop User Keys Roles onto an Object Tag in the ADF Configuration pane.
ADF Configuration Add and remove Object Tags.
'ﬁ o l Note: At lease one Object Tag must be defined in the ADF.

Action: Allows you to Edit or remove Roles from the ADF Configuration pane.

-

Note: By default the Object Tag DO is created and the Primary User Role is assigned access to this Object Tag.

-

Seas Encoding
ADF Configuration
Create and manage Ueer Key Holes aw Object Tags. Crag and droo Avaiable Ueer Key Roles to Ooject
Tags in the ADF Configuration area lo definz how objecls wil be 2ccessed within the ADF.
£ P o ele
Avalable User Key Hoes: ADF Configurazon:
Adimin [ | Mame Action
- DF OIT - 636750 2E586969 T60EF6 25 15CE T365., Eult
) oeaa o0 o
- Admrin (ReadfvinteChange - KeyD1) Hemave
i Operater (Read - Kevo2) Remave
=- (hj=ct Tag - 77 Edit
i Adrin (Read/i-ite/Change - KevD1) Remave
< Pack Bext = Canoel
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7. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.

Object Tag If more than one Object Tag is defined in the ADF, select which Object Tag this Work Instruction should

read or write. The default is DO.

P o

Sens Encoding ===

Data Object Mapping |
Configure which Object Tag wil be writben by thie \Work InsTucton and how te cata wil be formatted.

Phugin Type:

ASCII Text -
Flame:

Custom_Field
Oimect Tag:

o .

ez ledi il N> ) | o

8. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

o -

Sens Encoding [

Work Instruction Complete

fou have successfully aeatzd a Seas Weork Instructon |

ADF DAL
636F3D EGBC46TaCeRC 26 167 2ET 35567 73

Oljecls and Roles Wsed:

n0- Admn (Key 1-RAUM), Cparalon Key 7 -R)

N2: Admin (Key 1-RAM)

Defined Keys:

AL Privacy Enarypbon Koy: Valuo="9C 2300 1F035 - 3B 135 50a L r28 /0"
AL Privacy MAL Koy: Valio="58499 FAECF 60 MO ZABE A SEHA 1508 fi=°
Admin [Key 1)t Walus = 80200 F230M 5 1F038 23 B0 A0 100"

To dese this wizard, dick Finsh

9. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.6.4 Seos: custom encoding (update existing data object)

To update a card where the ADF already exists, or if the ADF has multiple objects and was created in a previous Work
Instruction, then a distinct type of write operation is required to update the data object only and not modify any existing
keys or data objects.

1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Method 1—(configure ADF using an existing work instruction)

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Write must be selected.

Options Not available with Custom.

ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.

Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Qperation | For this example Update Existing Data Object must be selected.
Additionally select the Select ADF Configuration from an existing Work Instruction
option. Select the Work Instruction from the pull-down menu.

created prior to this Work Instruction.

I Note: This checkbox is only present if there another Seos Custom Write Work Instruction was

i o

Seos Encoding

Configure Seos Instruction Mode
Select if the work mstrucoon wil be used to read, wnite, rol keve, or delete a Cusom or HID Access

Appicalion
Cata Tyme ADF Condguration
HID Access Application ACT O
2 Custom

r ™ Sow OIC using ASCIL characters
Instracton Typa

Rzad Cusbom Wirte Operabon

Hagic - :ingle Key Mode

Roall Card Authentcaton Keys

Aiclete Standard - Crease ADF and Data Object]s)

€ Update Sxisang Cata Object
= Select ADF Configuraton from an existing Work:
IneTUCtion

Wirite Custorm_Fieid (A5CI Text)
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4. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.

Object Tag Select desired Object Tag, if more than one has been defined in a Previous Work Instruction. Otherwise

type in the desired Object Tag, if the Select ADF Configuration from an existing Work Instruction (on the
Configure Seos Instruction Mode window) option is not checked.

e -

R

Configure which Object Tag will be written by this Werk Instruction and how the cata wil be formatbed.

Plugin Type:
ASCHL Teut
Rf-H
Custom_Meld
Object Tag:
D3 L

5. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

.

-

Seos Encoding
Work Instruction Complete

You have successfily created a Seos Work [nstruction

ADF OIDx
B367E0 ASEAa0544 PaCEF 6 25 160 E TI55EF TS

Objects and Roles Used:
D0 Admin K=y 1 - RG]
Defined Keys:

Expaort |

To dose this wizard, dic Finish

Camnoel
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6. Return to 5.6 Create a work order, step 5 to save the Work Order.
Method 2—(configure ADF manually)

Field

Description

Data Type

For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation

For this example Update Existing Data Object must be selected.
Additionally select the Select ADF Configuration from an existing Work Instruction
option. Select the Work Instruction from the pull-down menu.

Note: This checkbox is only present if there another Seos Custom Write Work Instruction was
created prior to this Work Instruction.

-

Seos Encoding

Instruchon Type

" Read

_) Dt

-

Conligurs Sens Instruction Mode
Select if the work instruction will b= used to read, write, roll keys, or dedete a Custom or HID Access

Application
Data Type ADF Conhguration
| HID Access Application AOF OID:

635FE0 2E5B0 9646 7oL SR 26 16C 2ET3656F 73

| Shaw OID using ASCIL charachers

Custom Write Operation

Baeic - Singhe Key Mode

1 Rl Card Authentication Keys

* Standard - Creste ADF and Cata Object(s)

[ 7 Update Existng Data Dhect

N e [

7. Goto 6.6.3 Seos: custom encoding (standard mode), steps 4-9.
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6.6.5 Seos: custom encoding (rolling custom Seos keys)

This operation changes 1 or more keys present in an ADF.

1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Field Description
Data Type For this example Custom must be selected.
Instruction Type For this example Roll Card Authentication Keys must be selected.
Options Not available with Custom\.
ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.
Custom Key Rolling For this example Roll Privacy Encryption and MAC Keys must be selected.
Options
[ Seos Encoding 1

Configure Seos Instruction Mode

Select if the work instruction wil be used to read, write, rol kevs, or delese a Cusiom or HID Acoess

Appicaton
Ciata Type ADF Condguration
HID Acoess Apphcation ACF QD
e e e e e T PR CEE T
&.36F 50 2E5869649E ToCoF6 25160 2 TI655F 73

) OIC usi b
IRalnacheatiine _| 37w QI using ASCIT cheracters

R=ad Custan K&y Roling Opticns

Write (& el Pivacy Encrypticn and MaC Keyst
[ ey F.e‘.rs] S R T R e ]

[l

<, Bk l [k 2 l Canoel
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description
Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Message Authentication | The Message Authentication Code (MAC) is a 16-byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Key ID Select the Key ID in which the Privacy Keys is stored. The default Key 0 is the Privacy Key ID
recommended by HID.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags i
¥ Enforce Secure Messaging]
W Lise Random MNumbers
K Caral
Seos Encading |
Custom Privacy Keys
Configure the keys and opgone for the Privacy Enayption Key anc Message Authenboation Coce (MAC).
ADF Configuration and Frivacy Keys
Privacy Enaypbion Key:
Prvacy Eeryoton ey - iR G
Meceage Authentication Code (MAC):
Message Authenbication Code o= -
Key ID: | Create a Key
eyl Key Cescripbion:  Frivacy Enoyoton Eey
ey 4CIETDIFOISIIFIAAZ1ISEECTZATY
Fey Size: 16
o Gererate Fandomkey f  Random ey Stze (bytes):
Key CID!

Spedi®y Key's 01D
Standard Key Sizes ( bytes)

ICLASE &
WIFARE Classc [
MIFARE DESFire EV1 8 5208 1
3 Ky TOES 21

Create | Cance
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5. Custom Privacy Change Keys: If the Roll Privacy Encryption and MAC Keys check box was selected in step 3, the
Custom Privacy Change Keys window is displayed. Define the new Privacy Encryption Key and MAC, and click Next.

Field Description

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID This option is not available on this window.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags (===

o | Lis Random Mumbers

OK Carel

-

Seos Encoding

Custom Privacy Change Keys
Configure the kaye and optons for the mew Privacy Encryption Key ard Message Authentcaton Code
MMAC), 1o which the sxistig Srivacy Keys wil be changsd,

AL Canfigaraton and Privacy Kevs
Privacy Enayplion Key:
Privacy Enaryphian Key - Rall - Acvancod Options
Message Authentication Cade {MAC]:
Mezzage AUthentication Code [MAC) -Rol -
Key ID:

< Pmck Hexk > Canoel
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6. Key Selection: Select the Keys that are used for the authentication and securing of data on the card, and click Next.

P

-

Key Selection
Select the keys that will be used for the authentication and sequring of datz on the card.

Custom Keys

Description Clestom Key Smos Kay ID Kiey Flage
Auth Change Key <MNore Key 0 Senwe Messaging | Contactiess

-

7. The wizard is complete, click Finish.
8. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.6 Seos: reading a Seos data object from a custom ADF
1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.
Field Description
Data Type For this example Custom must be selected.
Instruction Type For this example Read must be selected.
Options Not available with Custom\.
ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.
Read Configuration Custom Read Key: Specify the Custom Read Key which are used to authenticate to the ADF to read the
Data Object.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Read Key ID: This Read Key is to be referenced in the ADF.

a

Seos Encoding

Configure Seoz Instruction Mode

Appicalion

Data Type
HIL Accese Applcaton
1 Custom
Trslrm liom Tyge=
™ Read
Write
Roll Carel Anthentic abion Keys

" Dglete

-

Selact if the work mstrucoon wil be used to read, wnite, rol kevs, or delete a Cusm or HID Access

ADF ConSguration
ACE QI

E36FSN PSRG9 TROEFG 25 16CF TIR5EF T3

Smow OLC uaing ASCLL characters

Hesc Lonfiguraton

Comslom Rea! Sy
Head Key I
Kew 1

PLT-01067, B.1

93 July 2025



Asure ID™ iCLASS® SE™ CP1000 Desktop Encoder

Trusted ldentities User Guide

4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description
Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Key ID Select the Key ID in which the Privacy Keys are stored. The default Key 0 is the Privacy Key ID
recommended by HID.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags i
¥ Enforce Secure Messaging]
W Lise Random MNumbers
K Caral
Seos Encading |
Custom Privacy Keys
Configure the keys and opgone for the Privacy Enayption Key anc Message Authenboation Coce (MAC).
ADF Configuration and Frivacy Keys
Privacy Enaypbion Key:
Prvacy Eeryoton ey - iR G
Meceage Authentication Code (MAC):
Message Authenbication Code o= -
Key ID: | Create a Key
eyl Key Cescripbion:  Frivacy Enoyoton Eey
ey 4CIETDIFOISIIFIAAZ1ISEECTZATY
Fey Size: 16
o Gererate Fandomkey f  Random ey Stze (bytes):
Key CID!

Spedi®y Key's 01D
Standard Key Sizes ( bytes)

ICLASE &
WIFARE Classc [
MIFARE DESFire EV1 8 5208 1
3 Ky TOES 21

Create | Cance
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5. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,

Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.
Object Tag Type in the Object Tag, from which the data is read. Default is DO.
Seos Encoding

Data Object Mapping

Configure which Object Tag will be written by this Werk Instruction and how the cata wil be formatted.

Plugin Type:
ASCIT Text
L} H
Cusstom_Feld
Oyject Tag:
D3 -

o <oack | bext> ) | coree

6. When the wizard completes, click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.7 Seos: deleting a custom ADF

Important: This operation deletes any data associated with an ADF and the ADF itself and should only be
performed if the ADF and its data is no longer required.

1. Select the Seos technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: Make selections from the following. Click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Delete must be selected.

Options Not available with Custom\.

ADF Configuration ADF OID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

o -

Seos Enceding @

Configure Seos Instruction Mode
Selact if the work mstructon wil be used to read, write, rol kevs, or delete a Cusmm or HID Access
Appicalon

Data Type ADF ConSguration

HID Accese Applcation Ak Ly

E3GFAN 2FSE696E THOEFG 25 16CFE TIGSEFTI
i Custom

: o Smow QLS uaing ASCLL characters
Troslrom liom Type=

Ruzad
Wirite

Roll Carcl Authenticabion Keys

< fack I Bext = I Cancsl

4. Key Selection: Select the keys that are used for the authentication and securing of data on the card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Select the key set to use to authenticate to the GDF to grant access to delete the ADF
containing the application.

5. When the wizard completes, click Finish.
6. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.7 Work instruction: roll card authentication key

This section covers the Work Instruction wizard for Roll Card Authentication Key Encoding for iCLASS, MIFARE Classic,
MIFARE DESFire EV1, and Seos.

Note: If a key is selected other than HID Standard, the reader does not need to be configured with the appropriate
Key Set you are using. See 1.1 Load HID application keys for details.

1. Select the technology type, and click OK.
2. The Work Instruction wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: You can make selections from the following. Click Next.

Field Description
Instruction Type Select Roll Card Authentication Key for this option.
Data Type Not available.

Seos - HID Access Application

Credential Type Not available

Note: The screenshot below is using the iCLASS technology. This window is slightly different with other
technologies (MIFARE, Seos, etc.).

WLASS Encoadimng o (=] 4|

Select data formsl
Sedect the format of the data that will be weitten to the cerd

Iratriaction Type
Fzad

Virite

Oiplicns
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4. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.

iCLASS key selection
The following section is the Key Selection window for iCLASS Encoding.

Field Description

Key Card Authentication Key: Standard, or HID defined Key Sets may be selected
New Card Authentication Key: Standard, or HID defined Key Sets may be selected
SO Encryption Key: Standard, or HID defined Key Sets may be selected

FCLASS Encoding =8| x|

Key Selection
Select akey which wil be ised tolock the Applrea after the dala s witten.

Faaye
Card Authenfication Key: Mew Card Authen bicotion Key:
Slanilaed - TCFOiA -
B0 Encryplion Fey:

Standend

This anty warks with SE cards (510 Only). IF an SR card is detected during key rall, the 50 keys will not be
rofled and the 50 Kz2ys should not be changed on an the HID door reader.

Cancel
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MIFARE Classic key selection
The following section is the Key Selection window for MIFARE Classic Encoding.

Field Description

Keys Key Set: Custom, Standard, or HID defined Key Sets may be selected.
Roll Key Set: Custom or HID defined Key Sets may be selected.
Authentication Key A: Select an option from the drop-down menu.
Change Key A: Select an option from the drop-down menu.
Authentication Key B: Select an option from the drop-down menu.
Change Key B: Select an option from the drop-down menu.

S0 Encryption Key: Select an option from the drop-down menu.
Change SO Encryption Key: Select an option from the drop-down menu.
MAD Write Key A: Select an option from the drop-down menu.

MAD Write Key B: Select an option from the drop-down menu.

=10/

Key Selection
Select a key which vl be used tolock the Appleea after the data s written

Keys
Ky Sat: Reall K=y Sat:
Authentication Key A: Change Key A:
Cefault Key A - ZefoultKey A -
Authenticaton Key B: Change Key B:
Cefault Key B - Zefoultkey B -
30 Enorvprbian Key: Chri;e S0 Enoyoton Key:
Default SO Enayption Key - Default 5T Enaryption Key
MAD Winte Key B: MAD Write Key B:
Defalt HID MAD Kev B - Sefault HID MAD Key 3
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MIFARE DESFire EV1 key selection
The following section is the Key Selection window for MIFARE DESFire EV1 Encoding.

Field Description

Keys Key Set: Standard or HID defined Key Sets may be selected.

Change Key Set: Standard or HID defined Key Sets may be selected.

Custom PICC Master Key: Select to open the Application Keys section for configuration (see section
circled below).

MIFARE DESFire EV1 Encoding =10 x|

Key Selection
Select a key which val be used tolock the Appleea after the data s written

Key Sel
Ky Sel: Change ey Sel:
- - || Custom PICC Master Koy
Application Koys
Key Type Crypto Mebhod Eey Diversitior Agoarithm Auth Koy
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Seos key selection

The following section is the Key Selection window for Seos Encoding.

Field Description
Key Sets Auth Key Set: Standard or HID defined Key Sets may be selected.
Change Key Set: Standard or Custom Key Sets may be selected.
Encryption Keys S0 Encryption Key: Standard or HID Standard Key Sets may be selected.
Seos Encoding x|
Key Selection

Sedeck the beys that wall be vmed for the authentication and securing of data on the card.

Key Sels

Auth Key Set Change Key Set

Standard = Standard -
Enaryptian Koys

50 Enaypban Kay:
Ltandard i

5. When the wizard is complete, click Finish.
6. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.8 Multi-technology card support

To support multiple technology cards, a Work Order can contain multiple Work Instructions for multiple encoding
operations for a single technology. For instance, to read a multi-technology Prox/iCLASS card you would first add a Prox
Work Instruction and then add an iCLASS Work Instruction. For more information on creating work instructions, see
Work instruction wizard.

Note: A special feature exists to read the PACS credential from one technology (for instance Prox) and write the
same formatted credential into another technology supported by the card (for instance iCLASS).

For example,

1. Open a Work Order then select Add Work Instruction.

2. Select the Prox technology type from the list and use the Work Instruction Wizard to create a Prox Read instruction
with the desired format. Save the Work Instruction.

3. Next, Select Add Work Instruction and use the Work Instruction Wizard to create another work instruction.

4. Select the iCLASS technology type from the list and use the Work Instruction wizard to create an iCLASS Write -
HID Access Application instruction.

l Note: You must select the same format as in the Prox Read instruction in step 2 above.

5. On the Define Format Parameters page, select the Previous Work Instruction option for the Parameter Type field.
Do this for each parameter in the grid. This routes the PACS credential data read from the Prox instruction into the
iCLASS instruction.

iCLASS Encoding Lo @ -]

Define Format Parameters
Configure format parameter data fisld names, value unigueness, number ranges and autg-noementng

-

behavior .

-‘!Hr't'lr "_a".:-e Enforce Unigue , Defamdt Value rncrement Shep Aarbn Mumber Ra,,
-:-———
Card [d Mumber | Auta Incement 1/ 1-55535

Stabc

Marusal Liser Entr
Previcus Werk. Instruction

<. Bk Hxt > Cancel

6. Complete the Wizard selections and save the Work Order.

Note: These parameters are set to read-only in the Work Order Manager to prevent you from manually entering
data, which could be overwritten.
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7.1 Introduction

The following section covers all aspects of the Key Management environment.

There is a limit to the number of and Keys (HID and Custom) that can be stored on the iCLASS SE Encoder. The Available
Key Slots and Memory is easily monitored on the Encoder Info panel.

It is recommended that this space be managed by:

* Loading only keys that are needed for your configuration.
» Exporting and/or removing custom and HID Keys that are not longer required.

7.2 Key Management Home tab

The Key Management Home tab contains the following areas.

File Home x @
&

-_-_E‘.‘l? tz‘.’ik  Import Keys ﬁ 'ﬂ? Remowe @ Q' 3 Edit Key Set E;‘j’ @

Create Remove 44 ExportKeys || Load HID n? Revoke Refresh | Add Key @ Delete Key Set || Key Roll Config
Custom Key Custom Key Key(s) Set Card Card

| Custom Keys 1 HID Keys || Key Sets || Door Readers |

ﬁ Home - Qs = Selected Encoder:
(8118}

Description e sal HID OMNIKEY 5427 CKCLO  ~ | &)

s e | T e I
j Another custom key 03010709E343CFDA 10BB 2D503BCOF603F 204 24 || Encoder Engine ID:
Second custom key 030107094 1ADESEACD39 180597743830 1E6 24 | 260501040 181E438010103050F8CS0
Work Order Manager Mare key 03010709ECSEESAFC 121C5F21DC 14641853 24
Encoder Authentication Status:
= Even more 0301070956 126DE4208843 43F 964006 397E0 M entioated

Available Key Slots:

Key Management
+ -~ I so of 256

| £ Advanced |

Available Memory:

HID Keys

MName Configuration QID | EESTE S

> 205 0-OBIERDI02D051
ICLASS BOOK 0 PAGE 0 CREDIT KEY Standard 2B0601040181E433010102010704
ICLASS LEGACY HID APP DEEIT KEY Standard 2B0601040181E433010102010701
ICLASS 50 OMLY DEEIT KEY Standard 2B0601040181E438010102010721
ICLASS DEFALLT TRAMSPORT DEBIT KEY Standard 2B0601040181E43801010201070301
ICLASS DEFALLT TRANSPORT CREDIT KEY Standard 2B0601040181E43801010201070302
ICLASS BOOKO PAGEL DEBIT KEY Standard 2B0501040181E433010102010705
ICLASS BOOKO PAGE1 CREDIT KEY Standard 2B0501040181E433010102010706
ICLASS BOOKO PAGE2 DEBIT KEY Standard 2B0501040181E433010102010707
ICLASS BOOKO PAGE2 CREDIT KEY Standard 2B0501040181E433010102010708

Ready
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7.2.1 Key Management toolbar

The Key Management module of the CP1000 Desktop Encoder allows you to view and manage the HID and Custom

Keys.

File Home

| ax =y - ImportKeys m, i Remove @ f:;% " EditKey Set lgo M I

Create Remove . Export Keys || Load HID u;r'i Revoke Refresh || AddKey @ Delete Key Set || Key Roll Config
Key(s) Set Card

Custom Key Custom Key
Custom Keys

Card
HID Keys Key Sets Door Readers

Toolbar Function

Description

Create Custom Key

Allows you to create or randomly generate a key. See 7.4 Create key.

Remove Custom Key

The general rule is keys are not removed or deleted. However, if the number of stored keys reaches its limit
(number/size), it may be required to remove keys that are not required. See 7.5 Remove selected key.

l Note: Custom Keys should be exported before removing them from the system.

Import Keys Allows you to Import Custom Keys exported from another file.
Note: You must share the same Admin Keys and passwords to share Custom Keys. See 7.6 Import keys
and key sets.
Export Keys Allows you to securely export (save) the Custom Keys and Admin Keys for backup and recovery. See 7.7

Export keys.

Load HID Key(s)

Allows you to load a file containing encrypted HID keys targeted to a specific encoder. The names and
locations of the files are required. Once loaded, the HID keys appear on the HID Keys pane. See 7.8 Load HID
keys.

Remove Allows you to remove the selected HID key or keys from the selected encoder. See 7.9 Remove HID keys.
Revoke Allows you to load the key revocation list to the encoder. See 7.10 Revoke HID keys.

Refresh Allows you to reload keys from the encoder. See 7.11 Refresh HID key list.

Add Key Set Allows you to add a Key Set to create a grouping of custom keys. See 7.12 Add key set.

Edit Key Set Allows you to edit a Key Set. See 7.13 Edit key set.

Delete Key Set Allows you to delete a Key Set from the Key Set pane. See 7.14 Delete key set.

Key Roll Card Creates a key roll card to change OEM Admin keys on a door reader.

Config Card Creates a config card for a door reader which includes configuration keys and settings.
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7.2.2 Encoder Info panel

The Key Management Encoder Info panel displays information about the CP1000 Desktop Encoder currently connected

to the computer.

Selected Encoder:
HID OMNIKEY 5427 CK 5C 0

Encoder Engine ID:

28060104018 1E4380 10 103050FBCS(

Encoder Authenbication Status:

Hot Authenticated
Avalable Key Slots:

108 of 256

Avalable Memaory:

9205 of 155648 Bytes

T e

Field

Description

Selected Encoder

All available encoders are listed in the drop-down list. Click the Refresh to refresh the type of encoder.

Encoder Engine ID

The ID of the selected encoder is displayed. Credentials are linked to this Encoder Engine ID.

Encoder Authentication
Status

The Authentication function is normally an automatic function. However, if Not Authenticated is displayed, or

if the encoders are changed, this process allows the authentication of the new iCLASS SE Encoder.

Available Key Slots

The number of HID and Custom keys stored on the encoder. As keys are loaded and removed, the information

is shown on the Encoder Info panel.

Available Memory

The amount of memory available on the encoder.
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7.3 Key Manager File tab

The Key Manager File tab contains specific options for this module.

Option Function Description

Upload Encoder Allows you to upload Standard, Elite keys, Credits, and Revocation list from .ise file provided by HID Global.
Configuration Package

Sync Encoder See 7.10 Revoke HID keys for detailed information.

Change Encoder Admin | See 7.16 Change encoder Admin keys for detailed information.

Keys

Open Log File Allows you to view the log file of events for the Asure ID CP1000 Edition application.
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7.4 Create key

The Create Key process allows you to define and save a new Custom Key to the iCLASS SE Encoder.

Note: When a Custom Key is created, it is encrypted and stored in the Asure ID native database and uploaded on
demand in the following situations:

¢ A new Encoder is used to encode a credential
¢ An encoder which previously contained the key became full and the key was backed-up and deleted to make room for
a new key.

1. Select the Key Management module.
2. Click Create Custom Key from the toolbar.
3. Enter the information in the Create a Key window and click Create.

Field Description
Key Description Enter a description for the key.
Key This can either be manually entered (hexadecimal) or click Generate Random Key, which generates a key

based on the Random Key Size field and fills the field.

Random Key Size (bytes) | From the drop-down menu set the key size value. The following are technology and encoder key sizes:

» MIFARE = 6 bytes

» MIFARE DESFire = 16 bytes

 iCLASS Authentication = 8 bytes

* iCLASS Encryption = 16 bytes

e DES=8bytes

o 2KTDES =16 bytes

o 3KTDES =24 bytes

e AES =16 bytes

 Encoder Configuration Keys = 16 bytes

e SO Keys =16 bytes

4. The new Key is created and is displayed in the Custom Keys pane.
The Available Key Slots and Available Memory display the updated status.

7.5 Remove selected key

The general rule is Keys are not removed or deleted. However, if the number of stored keys reaches its limit
(number/size), it may be required to remove keys that are not required.

l Note: Custom Keys should be exported before removing them from the system. See 7.7 Export keys for more
information.

1. Select the Key Management module.
2. Select the Key to be removed.
3. Click Remove Custom Key from the menu bar.
A Working progress bar is displayed.
When complete, the Key is removed from the encoder and no longer appears on the list.

l Note: The Available Key Slots and Available Memory displays the updated status.
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7.6 Import keys and key sets

The Import Keys tool allows you to import Custom Keys and Key Sets exported from an iCLASS SE Encoder. To import
Custom Keys from a file on a computer or USB flash drive, use the following steps.

Important: To import keys/key sets to another device, that device must have the same SNMP Admin keys as
the device from which the custom keys were originally exported and each workstation must have
the same PIN Code.

You must enter the 4-9 digit code to securely access the Custom Keys from a workstation. This code should be the same
across all workstations where custom keys are automatically synchronized.

Note: The SNMP encoder Admin keys must also match on all workstations where custom keys are automatically
synchronized.

1. Select Key Management.
2. Select Import Keys from the menu bar.
3. Locate the file previously saved in 7.7 Export keys. Double-click the file to import.

—open xi
i.-.}l.:._-’ + Computsr + CENTONLUSD (5] » Export Keys = B} | SearchExportKeys |
Deganice +  New folder = = T

I" Favoribes
B (mskton
& Divamlaads
- Recent Fapes
BE Cesitop
Fili name: |Expart Keys 3 2014 w15 s ) =]

4. Enter the password set for the keys, if required. Click OK.
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5. The Keys are displayed in the Custom Keys list.

l Note: The Available Key Slots and Available Memory displays the updated status.

(in)
Home 4@
- @ - =) T
| @ S et e o Renoe @ i Domeyse (g @
Create  Remove < ExportKeys | LoadHID 42 Revoke Refresh | AddKey () DeleteKey Set | KeyRoll Config
Custom Key Custom Key Key(s) Set Card  Card
Custom Keys HID Keys Key Sets Door Readers
A Home i ST Selected Encoder:
= {0LASS 5 Encoder Decpua e Ceplapat HID OMNIKEY 5427 CKCLO - &
Another custom key 03010709E349CFDA 10BB2D5038CIF603F 204 24 | Encoder Engine ID:
Second custom key 030107034E LADESEACD33 180597743830 1£6 24 || 2B0601040181F438010103050FBCS(
Vork Order Manager Mare key 03010709ECSEEGAFIC 121C5F21DC 19641853 24
Encoder Authentication Status:
=) Even more 0301070956 126DE420884943F 964006 397E0 % || puthentioated
Kev Mangement Avaiable Key Slots:
- | soof2s6
IWLI T Available Memory:
[ [Name Configuration o y| | EEBCFEEENES
; T
ICLASS BOOK D PAGE 0 CREDIT KEY Standard 250601040 181E4380 10 102010704
ICLASS LEGACY HID APP DEBIT KEY Standard 250601040 181E438010 102010701
ICLASS SO ONLY DEBIT KEY Standard 25060104018 1E438010 102010721
ICLASS DEFAULT TRANSPORT DEBIT KEY Standard 250601040 181E438010 10201070301
ICLASS DEFAULT TRANSPORT CREDIT KEY Standard 250601040 1816438010 10201070302
ICLASS BOOKND PAGE 1 DEBIT KEY Standard 280601040 1615438010 102010705
ICLASS BOOKND PAGE 1 CREDIT KEY Standard 250601040 1815438010 102010708
ICLASS BOOKD PAGE2 DEBIT KEY Standard 250601040 181E4380 10 102010707
ICLASS BOOKD PAGE2 CREDIT KEY Standard 250601040 181E438010 102010708
[0 ———
Ready

7.7 Export keys

The Export Keys tool allows you to securely export (save) the Custom Keys and Admin Keys for backup and recovery.

Important: If the PC hosting the application fails, you lose access to the encoder which stores the credential
credits and custom keys, therefore it is important that you record these keys in a secure location
for future reference.

Admin Keys are required if the PC running this application, is no longer functioning. These keys are entered when this
application is loaded on a new PC to reconnect to the encoder, otherwise credential credits and other important
information is lost and the encoder needs to be returned to HID to be restored to factory settings.

1. Select the Key Management > Export Keys.
2. Select any or all of the following: Export Custom Keys, Export Key Sets, Export Admin Keys and click OK.

Export Keys - B X

This tool will export the keys into a file which can be used to importinto
another system. If the admin keys are exported they will be protected
with a passphrase which will be needed upon import.

Export Custom Keys
Export Key Sets

|| Export Admin Keys

3. The Password window only appears when the Export Admin Keys is selected. Enter a password (twice) to access
the file, and click OK.

l Note: Make note of this password for future access to this file.
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4. Browse to a location to save the file.

Note: It is recommended that this file be saved in a secure location along with backup information.
5. Enter a name for the file, and click Save

Important: The Admin Keys are encrypted and cannot be entered into Asure ID or any 3rd party
application in their encrypted form. Therefore, it is imperative that you have a secure backup
(hard copy) of the Admin keys, if the encoder is to be used in a 3rd party system.

This file can now be used to Import Keys to an iCLASS SE Cp1000 Encoder. See 7.6 Import keys and key sets for
information on this process.

7.8 Load HID keys

The Load HID Key(s) feature allows you to securely upload the HID Keys by using an .ise file. The following process
loads the HID managed keys to the iCLASS SE CP1000 Encoder.

1. Select Home tab > Key Management > Load HID Key(s).
2. Browse to and select the Keys ordered from HID Global.
3. Select the files to be loaded, and click Open.

S 4 > Downloads » w“

Organize « MNew folder
~ @ Dale - ASSA ABLOY Group Name
3 Altova D iclass_keys_and_credits_Dale (1).ise

D seos_keys_and_credits_Dale.ise

> Apps

D iclass_keys_and_credits_Dale.ise
> Attachments

| D All_keys_and_credits_Dale.ise
> Dell

SFW-00615_RevF_APPLETSB(CREDITS_SEENCODER

7 B Desktop SAMPrePerso-1.63-Develop2407
> |5 Documents SAMSwitchTeMiniloader-1.33-Develop2407

> Home Page - Dales_files SHFBInstaller_2024.12.21.0 3/2

> Meetings 5HFBInstaller_2025.3.22.0 3/24/;

Filename: | All_keys_and_credits_Dale.ise v| ISE Files (*.ise) -

Cancs!

A progress bar is displayed as keys are loaded.
When the Keys are successfully loaded, a message is displayed at the bottom of the window.
4. After the upload is complete, the installed Keys are displayed on the HID Keys pane.
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7.9 Remove HID keys

The Remove tool allows you to remove specific HID Keys from the iCLASS SE CP1000 Encoder.

1. Select Home tab > Key Management.
2. Select the HID Keys to be removed from the HID Keys pane.

l Note: This includes selecting the line that contains the arrow (>).

3. Click Remove from the menu bar.
4. The selected keys are removed.

l Note: The Available Key Slots and Available Memory display the updated status.

7.10 Revoke HID keys

The Revoke tool, allows the loading of a Key Revocation list. You would receive this list from HID Technical Support and
is only used with their assistance.

If there is a need to revoke HID keys, a request to HID Global is made and a Key Revocation List is created, and delivered
to you. To perform a revocation, follow the steps below.

1. Select the Key Management module.
2. Select Revoke.
3. Once HID Keys have been revoked, they are not allowed to be reinstalled on the device.

7.11 Refresh HID key list

1. Oftentimes it is necessary to refresh the list of keys. This often occurs when after Custom Keys have been added or
deleted. When you select Refresh, all HID Keys and Keysets are updated from the current database.

2. Select Home tab > Key Management.
Select Refresh.
4. The Keys are reloaded from the encoder.

w

7.12 Add key set

Key Sets are created as a means to group keys for the HID applications to simplify deployment.

1. Select Home tab > Key Management.
2. Select Add Key Set.
3. Define the Key Set and click OK.

Field Description

Key Set Type Select the technology type: DESFire, iCLASS, MIFARE, Seos, or SO.
Key Set Name Enter a Name for this Key Set.

Key Type Select a Key Type from the list.

Custom Key Select a Custom Key or HID Key from the drop-down menu.
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4. The Key Set created is displayed on the Key Sets tab.

Home |
\ & Ly
== ey o ImportKeys ﬁ" 5 Remove @ f{;% [ EditKey Set E} @
Create Remove 4 ExportKeys ||Load HID o2 Revoke Refresh || AddKey @) Delete Key Set | KeyRoll Config
Custom Key Custom Key Key(s) set Card  Card
| Custom Keys | HID Keys | Key Sets || Door Readers |

Key Sets

5 ICLASS SE Encoder

n — Key Sets

Name Key Type

)

Work Order Manager

="y
Key Management

€2 Advanced

;
£)- Custom SNMP Key Set SNMP.
| Standard SNMP Authenticaton Key  SNMP_AUTHENTICATION_KEY
| L. Standard SNVP Privacy Key SNMP_PRIVACY KEY
) Custom DESFire Key Set DESFire
- Standard DESFire SO Application Key 0 DESFIRE_SO_APPLICATION_KE
- Standard DESFire 5 Application Key 1 DESFIRE_SO_APPLICATION_KE
+~ Standard DESFire SO Application Key 2 DESFIRE_SO_APPLICATION KE...

Standard DESFire SO Application Key 3 DESFIRE_SO_APPLICATION KE...

[0)0]

2B0601040181E4330101020 10F0 104
2B0601040181E4358010102010F0 105

2B0601040181E4380101020110010101.
2B0601040181F4330101020110010102.
2B0601040181£43580101020110010103...
2B0601040181E4330101020110010104...

Ready

Selected Encoder:

HID OMNIKEY 5427 CKCLO - €

Encoder Engine ID:
28060104018 1E438010103050F3C(

Encoder Authentication Status:
Authenticated

Available Key Siots:

80 of 256

Available Memary:

6693 of 164864 Bytes

7.13 Edit key set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to modify.

3. Click Edit Key Set from the menu bar

4. Edit the Key Set as needed and click OK.

ey Set Type: Key Szt Mams:
DESFire - CEZFire Aocess Keysst
[ KEy Types CLater Oy
Rl DESFIRE _S0_APPLICATION_KEY_0

DESFIRE_S0_APPLICATION KEY_L
DESFIRE_S0_ARPLICATION KEY_3
CESFIRE_S0_APFLICATION_KEY_3

=10l x|

The Key Sets pane displays the changes.
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7.14 Delete key set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to delete.
3. Click Delete Key Set.
4. Click OK to verify the deletion.
The Key Set is no longer displayed in on the Key Sets tab.
7.15 Sync encoder

The following information describes how to synchronize the database to the iCLASS SE CP1000 Desktop Encoder.

The need to synchronize the database to the encoder is required if you have connected a new/different iCLASS SE
encoder. The encoder configuration is stored on the encoder and only copied on the database. This type of change
would create a circumstance where the encoder and the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no indicator that they are out-of-
sync. Additionally the keys (custom and HID) from the first encoder continues to display on the second encoder, as this
information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from the first
encoder. However, when you execute the Work Order you receive an error (authentication or no key
available). The following process synchronizes the database with the current encoder attached to the PC.

1. Select Key Management > File tab.
2. Select the Sync Encoder option.
3. Click Analyze. The current state of the database and encoder is analyzed.

Synchronize Oatatase to Encodsr - B X

Fon prer lormance recsors, Dis applicalion caches lhe meladals ol the keys Tl gel oeded Do B sacmder, I the e gel oul al sync, this
ool vl bring Ere deabase in-sync with what is on the encoder.

Cuslom Kays L b remuered Cusiom Kays ko be added HIC K=ys i be pemowed

0 Custon Keys wil be removed from e daabase
0 Cuslom ey wil be added o the dalabases
0 HID Eevs will be reroved from the datzbase
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4. The analysis displays what has been determined that is out-of-sync. Click Synchronize.

Synchronize Database to Encoder =10 x|

Far peer formaance reasons, thie application caches the metadata of Be weys that get loaded bo the encoder, IF the two get out of sync, this
toood we |:|1ng|h= datshase insync with what is on Be =ncoder,

Custom Keye to be removad Cuztom Keye b be added HID Keys to be removed
EET Seos GLF Enc Privacy Key - ICEJ120
Auth_ey_1 Se0s GOF Mac Frivacy Key - 1CED120
Emos GO HID Auth key - ICEO120
Sens GLF End Lser change key - 1CEDLD
Seog GOF Integrator thange key - 1CEDL
Se0s 50 ADF Enc Frivacy Key - 10ED120
Emos 5O ADF Mac Prvacy Key - ICEQ120
Seas ADF mead key - ICE0130
DES®ire 50 App Key 0 - ICE0120

DESFre S0 App Key 1 - ICE0120 =
2 Custom Keye wil be removed from the damabase
0 Custam Keye wil be added m the datacace
35 HID Keys will be remaved from the database
[ Anayee Y| Swcvonize Close

5. The custom keys in the database are now synchronized and the window returns to its original state (before the
analysis).

The HID keys need to be re-installed to complete the synchronization. For more information see 7.8 Load HID keys.
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7.16 Change encoder Admin keys

For security purposes you should change the Administrative Keys on this device.

1. Select Key Management > File tab.

2. Select the Change Encoder Admin Keys option.

3. Enter the Admin Keys on the Provide New Admin Keys for Encoder window. This can be done by entering
(copy/paste) keys that have been saved earlier.

4. Optionally you can generate random keys, click Generate Random Keys.

r — 4!.- hl
o Provide New Admin mlfwﬁnm_ e o S

‘ Auth Key: EFFTAODAC3EES 18 7FAC 5C IDFAOGAARFE

Privacy Key: S5682E3573E IB282347=Ce4Dca0zCDag
sSequre Lhanne Key:  1HSEd8-4nEHD-E 5 M b4EbE I 1EHLE0 1

| li...._GenerateRandombeys §

CK Cancel

5. Click OK.

Important: It is important that you record these keys for future reference, in a secure location. These keys are
required if the PC hosting the application fails. These keys are entered when this application is
loaded on a new PC to reconnect to the iCLASS SE Encoder, otherwise credential credits and
other important information is lost.
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8.1 Introduction

The User Config module manages all the User Records, configuration, and passwords.

8.2 User Config Home tab

The User Config Home tab contains the following areas.

e ] User Config - Asure ID - ] X

EN | -
D B L & P 2

Cut Copy Paste |AddUser Remove SaweUsers | Change || Manage Assign Template

User Password || Group to Group
Clipboard Asure ID Users Password Group Management
MainView
(%5 iCLASS SE Encoder W
Work Order Manager
—y
Key Management Record 1af 2 & Record 2of 2 E3
2
8 User ID: admin User ID: IDce
User Confin Name: Administrator Name: John Doe
Use Windows Authentication: Use Windows Authentication:
Group Name: Mone Group Name: MNone
Card Printing: Card Printing:
User Config: User Config:
Program Options: Program Options:
Data Entry: Read/Wwrite Access (with PAC... Data Entry: Mo Access
iCLASS SE: Administrater ICLASS SE: No Access
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8.3 User Config Home toolbar

The User Config module of the CP1000 Desktop Encoder allows you to manager the records and passwords of the users.

i B User Config - Asure ID

EHome View 2 @B
4D & e R P &L |

Cut  Copy Paste || AddUser Remove Save Users = Change | Manage Assign Template

User Password || Group to Group
Clipboard Asure ID Users Password Group Management
Toolbar Function Description
Cut Allows you to copy the user record to the clipboard and delete the record.
Copy Copies the user record to the clipboard
Paste Pastes a user record from the clipboard
Add User Adds a user to the Asure ID application. See 8.6 Add a user.
Remove User Removes a user from the Asure ID application. See 8.7 Remove a user.
Save Users Saves all users to the Asure ID application. See 8.8 Edit a user.
Change Password Allows you to change a password. See 8.9 Change password.
Manage Group Allows you to add, save, or delete a user group. See 8.10 Manage groups.
Assign Template to Group | Allows you to assign a card template or work order to a group. See 8.11 Assign a template to a group.

8.4 User Config File tab

The User Config File tab allows you to Add, Save, and Remove Users. See information listed above.

Add User
E‘) Save Users
2 Femaove User

| Opbots | Exit Asure D

-
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8.5 User Config View tab

To manage Users Records, you can select from a variety of options. To modify the View complete the following tasks:

1. Select User Config > View tab.
2. Select the preferred viewing options.

e [C] User Config - Asure ID - O *
Home View = @
— | . —

| ‘j - & Carousel d% |

Record | Table |59 single Row| | Customize

View Record Views Layout
MainView
5 ICLASS SEEncoder | W
Work Order Manager
—s)
Key Management Record 10f 2 * Record 2of 2 2
"
£ User ID: adrmin User ID: 1Doe
User Config Name: Administrator Mame: John Doe
Use Windows Authentication: [ Use Windows Authentication:
Group Name: Mone Group Mame: MNone
Card Printing: El Card Printing:
User Config: i User Config:
Program Options: | Program Options:
Data Entry: ReadfWrite Access (with PAC... Data Entry: Mo Access
ICLASS SE: Administrator iCLASS SE: No Access

(HID

Option Description

Record The Record view shows records individually, and the organization of the screenisina

non-overlapping frame window. Combined with options from the Record Views group, this option is the
default view and remains combined with your last chosen Record Views choice until you chose another
view.

Table The Table view allows you to see all records in a grid view with columns and rows. Check boxes appear to
indicate User preferences.

Carousel The Carousel record view allows you to display multiple images in a single area of the Main View window.
When selected, the record appears to be on a rotating carousel. Navigate through the User Records by
using the scroll bar at the bottom of the window.

Single Row The Single Row record view allows you to select records by using the scroll bar at the bottom of the
window.

Customize Layout Customize allows you to customize the view of the User Records list. It offers options to create a
customized view by using drag-and-drop and customization menus. Preview the custom view from the
View Layout tab.
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8.6 Add a user

The application is provided with an Admin level user configured. If a general operator level user, with limited access is
needed, use the following instructions.

1. Select User Config > Add User.
2. The Create New User window is displayed. Enter the following fields:

Field Description
User ID Enter the User ID.
Password Enter the password for this user.

Confirm Password

Re-enter the password for this user to confirm.

3. Ablank New User record is displayed with the specified User ID..
4. Enter the specific configuration for the new user.

w  |B User Config - Asure ID
e T e
y 2 =Y
6D S I L g 2
Cut Copy Paste |AddUser Remove SaveUsers| Change | Manage Assign Template
lser Password || Group to Group
Clipboard Asure ID Users Password Group Management
MainView
5 ICLASS SE Encoder | ¥
Work Order Manager
Key Management Record 2 of 3 24 Record 30f 3 A
S’ User ID: JDoe User ID: Jane Doe
User Confi Name: John Doe Name:
Use Windows Authentication: Use Windows Authentication:
Group Name: None Group Name: None
Card Printing: Card Printing:
User Config: User Config:
Program Options: Program Options:
Data Entry: No Access Data Entry: No Access
ICLASS SE: No Access ICLASS SE: No Access
Field Description
User ID Enter a User ID (wand over User ID for the field to appear).
Name Enter a user Name (wand over Name for the field to appear).
Use Windows This option enables Windows Authentication. If selected the User ID must match the type of encoder

Authentication

Authentication.

Group Name

Card Printing

User Config

Program Options

This option allows this user to have access to program options.
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Field

Description

Data Entry

This allow you to select a Security Level (User Role) for each user.
No Access

Read/Write Access (with PACS)

Read/Write Access (no PACS)

Read-only Access (with PACS)

Read-only Access (no PACS)

iCLASS SE

The iCLASS SE option allow you to select a Security Level (User Role) for each user.

No Access - Does not allow access to the application.

Administrator - Sets the user access level at Administrator. There is no restriction to this level.

Operator - Sets the user access level at Operator. This level restricts configuration, but allows the user to
execute Work Orders.

5. Select Save Users from the menu bar.
6. The new user is now listed on the Main View window.

8.7 Remove a user

To remove/delete an existing user, complete the following steps:

1. Select User Config module.
2. Select a User Record to remove/delete. Depending on the view, and the number of Users, this may require you to

scroll through the list.

3. Select Remove User from the menu bar.

e 2] User Config - Asure ID
E Home View % @
W
4D S T & & & |
Cut  Copy Paste |AddUser Remove Save Users | Change | Manage Assign Template
User Password || Group to Group
Clipboard Asure ID Users Password Group Management
MainView
[= iCLASS SE Encoder | W
Work Order Manager
~
Key Management Record 2 of 3 & Record 3 of 3 &
9
£ User ID: JDoe User ID: Jane Doe
User Canfig MName: John Doe MName:
Use Windows Authentication: Use Windows Authentication:
Group Name: MNone Group Name: Mone
Card Printing: Card Printing:
User Config: User Config:
Program Options: Program Options:
Data Entry: Mo Access Data Entry: Mo Access
iCLASS SE: Mo Access iCLASS SE: Mo Access
m i [
T

4. Click Yes to verify the deletion. The User's Record is removed from the list.
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8.8 Edit a user

To edit an existing user, complete the following steps:

1. Select the User Config module.

2. Select a User Record to modify. Depending on the view, and the number of Users, this may require you to scroll
through the list.

3. Modify the record.

4. Select Save Users from the menu bar.

8.9 Change password

To modify a password complete the following steps:

1. Select the User Config module.

2. Select a User Record to modify the password. Depending on the view, and the number of Users, this may require
you to scroll through the list.

3. Select Change Password from the menu bar.

4. Enter the new password and re-enter the password to confirm. Click OK.

Change Uses Pasoward

Naw Facsword:
|

Confirm Paseward:

' K I Cancel

Important: When creating a new Admin user, or changing an Admin password, it is important that this
password is saved in a secure location. At this time there is no password reset feature in place.

8.10 Manage groups

To add, save, or delete a user group, complete the following steps:

1. Select User Config module.
2. Select Manage Group from the menu bar.

3. Ablank Manage Group window with the Add, Save, and Delete user group icons are displayed. Select the Add
Group icon.
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4. A blank User Group window is displayed. Enter the specific configuration for the new group.

Manage Group

| Operator

r' A'\
MName: Operator
Card Printing:
User Config:
Program Options:
Data Entry: Read-Only Access (with PACS)
iICLASS SE: Operator

L o

Field Description

Add User Group. Opens a blank User Group window.

Save User Group. Saves any changes made to the Add Group window.

i L

Delete User Group. Deletes the selected User Group.

Name

Enter a Name for this group (wand over Name for the field to appear).

Card Printing

User Config

Program Options
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Field Description
Data Entry This option sets the Data Entry access level.
e No Access

Read/Write Access (with PACS)
Read/Write Access (no PACS)
Read-Only Access (with PACS)
Read-Only Access (no PACS)

iCLASS SE The iCLASS SE option allow you to select a Security Level (User Role) for each group.

» No Access - Does not allow access to the application.

 Administrator - Sets the group access level at Administrator. There is no restriction to this level.

 Operator - Sets the group access level at Operator. This level restricts configuration, but allows the
group to execute Work Orders and Encoding.

5. Click the Save icon. The group name is added to the list.

8.11 Assign a template to a group
To assign a card template or work order to a group, complete the following steps:
1. Select User Config module.

2. Select Assign Template to Group from the menu bar.
The Assign Template To Group window is displayed.

Bssign Template To Group E'

Select Group:  Operator

Filter: &l

Hyailable Template AsmEgn Template

Template_1
ICLASS_SE_S0_OMLY
ICLASS-SE-Config-H 10301 il
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Field Description
Select Group Select the group to assign a template to.
Filter Select the type of template to assign to this group.

« All: Displays all Asure ID and SE Encoder Work Order templates.
 Asure ID Card Template: Shows only Asure ID templates.
* iClass SE Work Order: Shows only SE Encoder Work Order templates.

Available Template Select the name of the template to assign to this group and use the arrow keys to move the name of the
available template to the Assign Template field.

Template names can be moved one at a time or they can all be moved at the same time by clicking the
double arrow key.

Assign Template The template assigned to this user group.
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9.1 Backup and recovery
HID Global recommends that you backup the iCLASS SE Encoder folder at the following location:

C:\ProgramData\HID Global\AsurelD
This folder contains the essential files to recover from loss of the PC or other issues with the application.
You should also remember to perform a regular backup for the CP1000 database stored in SQL Server.

Note: The Administration Keys should be kept in the same secure location. For instructions to export (save)
Administration and Custom Keys, see 7.7 Export keys.

9.2 Log files

The log files are provided as a standard troubleshooting tool. The following procedure accesses the log file through the
application.

1. Select Work Order Manager > File tab > Open Log File

i \eiork Order Manager - Asure 1D - B XK

. i g
. rl- - =
j Iredsll Fugn Fackegs I:?: = It ! Gt .-D .'J
443 Wk [ memave i Card rfo
_ I
:| Fr=asl Formats Wark Isuctios #lorc Order Exec.ban

Eﬁ Lipined Encoder Configurston Package =re 0 group by that oo

Eﬁ Upinzd Cregdential Crodis - &

_a_ Sedecicd Techrology!
Import Wark Qrder From Fle T
Current Skabus:
Export Work Onder ta Fle
Deconmected

= SaM varsion:
| :I Open Log Pl I i

Er el et
Rarent Thems L]

| Upbaris |_L'I'. Azure 1

‘Work Crider Desaription

Rady
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2. The Log file is displayed.

3.
4,

B iCLASS SF Fnooder log - Bobepad 5 '._lmll
Fl= Edt Fgmat Mew Heb
?1;;23—19 01:27:12 PH | INF | HID. universalProgrammer.core, SamManager | wsumber of avallable key entries in saM store - 61 af

2014-03-19 Q1:27:12 PM | waR | HID, universalProgrammer.core, sansuthentication | Secure channel authenticarion Failed
2014-03-19 ©3:12:03 P | INF | HID, unhf'ersa'lPrggraJ_mer.mre.uatam:ces&ubuudate | werifying/updating patabase at Data
Source=C:\ProgrambataiHID Global’iCLASS SE Encofer’1CLASS_SE_Encoger, db ;

2014-03-19 03:12:04 pe | INF | HID, universalProgrammer.besktopapplication. pesktopapplicationform, Text: CPLODD 1CLASS SE
Encoder | application starting wp, : f ;

2014-03-19 03:17:12 PE hAnnT HID, UniversalProgrammer . Core, Sanauthentication secure Channel Authertication Succeeded

F014-03-19 $3:17:12 PH WAR HID, UniversalProgrammer. Core, Sansuthentication | Secure Channel Authenmtication Succeeded
2014-03-19 03:12:14 PH | INF

off 2456

2014-03-1%9 03:12:14 P | WAR | HID. UniversalProgrammer.Core. Sansuthentication | Secure Channel Authentication Failed
2004-03-19 03:12:52 P | WAR | HID. UniversalProgrammer.Core. Sansuthentication | Secure Channel Authentication Succeeded

HID. UniversalProgrammer.Core, SanManager | sumber of available key entries in S&8M store - 61

o

You can copy/save the log file, for reference or to send to HID Global Technical Support for assistance.
If you are not able to access the Asure ID Application, the log file can be found at the following location:
C:\ProgramData\HID Global\Asure ID

B c:\ProgramData \HID Global\Asare 1D Liix]l
!G-T\-} [ = Local Oisk (Z:) = ProgramDazta = HID Globel = Asure [0 = - m’&!rrmtm E
Fle Edit Wew Tools Help
Orgariee »  Inchde inbbrary =  Sharewth *  Sum Plew foloer d= - TN 66
S Favoriles Hare < IDaf.e rrdifed | Tvoe ISiae I I
B Dedcion | Cugtom Uata Mugns Ly 262014 8:03 Ap File folder
& Downlands | Firmware L2/26/2014 5:03 AM Fiie Solger
Ml Rescent Placks | Farmat Fizs 8/5/2014 10:33 AN Fiie folcer
M Ucsktop | Framenok 12362014 8:03 AM Fie Tolchsr
Il Lbrancs |, Pugins 13/36/2014 5:20 AM Fite 4olcer
i E @J.ﬁslref"l AN R PM Mernsnt Arcess Diatabase & MR
" Computer
Asurclsl L2/ %6/ 2011 1190 A¥ Tt D crt L KE
El.mﬂmt e [‘_ = e i
T g Loeal Disk - [% 1CLAzS_SE _Wiork_Ocder_Data  12/1:f2011 12:52PM  Data Base File 12KB
H gl DV R Dirfve (F2) __ LogzerCanfig.lzgnet 85,2014 10:09 AM LOGHNET File 1KE
B ih Ntk =, S=lidngs 1f7/2015 7:51PM X¥¥L Dooument ITEE
B ﬁ Control Pand - UserLayoubviewlayoul LZ26I2014 141 P XL Copument EE
& RecydeBin
* 11 kems

9.3 Database

The database for this application can be found at the following location:

C:\ProgramData\HID Global\Asure ID

l Note: This database should be backed up and stored at a secure location. See 9.1 Backup and recovery.

9.3.1 Supported Databases

The native databases supported are:

* Microsoft Access, 2000 and 2002/2003
¢ Microsoft SQL Server 2000, 2005, 2008, 2012, 2014, 2016, 2017, 2019, and 2022
e Oracle 9i,11g,and 21c
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9.3.2 Synchronize database to encoder

The need to synchronize the database to the encoder, is required if you have connected a new/different iCLASS SE
encoder. The encoder configuration is stored on the encoder and only copied on the database. This type of change
would create a circumstance where the encoder and the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no indicator that they are out-of-
sync. Additionally the keys (custom and HID) from the first encoder continues to display on the second encoder, as this
information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from the first
encoder. However, when you execute the Work Order you receive an error (authentication or no key
available).

For more information on how to synchronize the database with the current encoder attached to the PC, see 7.16 Change
encoder Admin keys.
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The following are exceptions or error codes that may be presented with the Encoder product. An action is provided to
resolve the error, however if the error cannot be cleared, save the log file (see 9.2 Log files) and contact HID Technical

Support.
Exception or Error Situation Meaning Action
Message
erlnvalidStoreOperation | Encoding Encoder is missing keys Request keys or credits from HID.

and/or credential counters to
complete the operation.

Failed to upload the
configuration file to the
SAM. See log file for
details.

Uploading Keys or
Credential Counters

Key package was created for
an encoder with a different
engine ID.

Request keys or credits from HID for specified
encoder.

The Encoder Engine IDs
do not Match

Uploading Keys or
Credential Counters

Key package was created for
an encoder with a different
engine ID.

Request keys or credits from HID for specified
encoder.

The specified encoder

name is not recognized.

Encoding/Managing
Keys

Encoder is unplugged or
malfunctioning.

1. Make sure correct encoder is selected
2. Reset encoder
3. Restart desktop application

Configuration window
reads "Disconnected"
for a specified
technology.

uploaded or have been
cleared from SAM.

N/A No encoders listed in | Encoder was not plugged in | Select refresh next to the drop-down list to request
Selected Encoders list | when application was the system search for active encoders.
box launched.

N/A Current Status in Applets have not been 1. Navigate to Options > Plugins.

2. If the Applet Version for the specified
technology reads "Unavailable", click the
hyperlink to upload dlls for the plugin to the
SAM.

accessed because of
other connections
outstanding

The smart card cannot be

Any activity involving
communication with
the encoder

Another application is
accessing the encoder.

Close any other applications that may be accessing
the encoder.

Configuration of
unconfigured iCLASS
cards not allowed by
encoder.

Encoding iCLASS

iCLASS Configuration file was
not configured to allow
configuration of
Unconfigured cards when the
encoder was flashed at the
factory.

Encoder must be shipped to HID and
SAMPrePersoTool must be used to upload modified
UE_iClass_Configuration.xml to encoder with the
Value of the "Allow Configuration of Blank Cards"
attribute setto "01".
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Exception or Error Situation Meaning Action
Message
Error: target card has not | Encoding iCLASS Configuration of 1. Open Work Instruction Wizard and change the

been configured

Unconfigured iCLASS cards
has not been activated in the
Work Instruction

Expected Card Type from Configured to
Unconfigured.

Select the desired Card Configuration (2K,
16k/2, etc.)

Verify that encoder has been configured to
allow configuration of Unconfigured cards (see
"Configuration of unconfigured iCLASS cards
not allowed by encoder." above for details).

Error: target card has Encoding Work Instruction is not Open the Work Instruction wizard and check the
already been programmed configured to overwrite cards | "Overwrite Existing Credential" checkbox.

that have already been

programmed.
Error: unable to Encoding Keys on the card do not 1. Go to Key Management and verify that required
authenticate match the authentication keys have been installed.

keys specified in the work 2. Open Work Order and verify that proper

order. authentication key/keysets are in use.

3. Verify correct card is on encoder.

Error: no credentials Encoding Credential counters have Contact Tech Support to purchase additional

remain. Contact your HID
representative to
purchase additional
credentials.

been exhausted for given
technology.

credential credits.

Error: data size is larger
than the size allocated to
be written to the card.

Encoding iCLASS
Custom Data

Not enough memory blocks
were selected in the Work
Instruction Wizard to support
the size of the data you are
attempting to write to the
card.

Open the iCLASS Work Instruction Wizard and
allocate more memory blocks for the custom data
field, if not enough blocks exist, consider reducing the
size of the data being written to the card, or
purchasing cards with larger memory size (16k vs. 2k,
etc.).

Unable to authenticate
Master Key to retrieve list
of app IDs.

Encoding DESFire SO
Credential

PICC Master key in Work
Instruction does not match
the PICC Master Key on the
card.

1.

If card uses Elite keys, add Elite keys/keyset
and select in Work Order.

If card uses Custom keys, add Custom
keys/keyset and select in Work Order.

HID Access Application
already exists. Cannot
overwrite without turning
on Allow Overwrite
Existing in the Work
Instruction.

Encoding DESFire SO
Credential

Work Instruction is not
configured to overwrite cards
that have already been
programmed.

Open the Work Instruction wizard and check the
Overwrite Existing Credential checkbox.

Error: unable to
authenticate the HID
Access Application.

Reading DESFire SO
Credential

Keys on the card do not
match the authentication
keys specified in the work
order. Card may be using Elite
or Custom keys or card may
be blank.

If card uses Elite keys, add Elite keys/keyset
and select in Work Order.

If card uses Custom keys, add Custom
keys/keyset and select in Work Order.
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Exception or Error
Message

Situation

Meaning

Action

An error occurred creating
the Legacy HID Access
Application. See log file
for details.

Encoding MIFARE
Credential

An error occurred attempting
prepare the sector for the
Legacy HID Access App
(setting the keys and sector
access bits).

1. Verify the proper keys exist on the encoder.

2. Verify the HID Access Application sector has
not already been written to by another
application.

An error occurred creating
the SO HID Access
Application.

See log file for details.

Encoding MIFARE SO
Credential

An error occurred attempting
prepare the sector for the SO
HID Access App (setting the

keys and sector access bits).

1. Verify the proper keys exist on the encoder (this
includes the SO keys).

2. Verify the HID Access Application sector has
not already been written to by another
application.

Error: unable to modify
sector trailer. See log file
for details.

Encoding MIFARE
Custom Data

An error occurred attempting
to modify the sector trailer.

Verify that the sector trailer access currently on the
card allows the trailer bits to be modified.

An error occurred writing
MAD. See log file for
details.

Encoding MIFARE
Credential or Custom
Data

An error occurred attempting
to update the MIFARE
Application Directory (MAD).

Verify that the MAD sector (0) on the target card has
not already been written to by another application
with

non-MAD data.

An error occurred during
media personalization.
See log file for details.

Encoding an iCLASS
SR custom datato an
iCLASS SE card

An error occurred attempting
to write SR data to an SE card

Present the correct iCLASS SE card to the encoder.
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Term Description

AES Advanced Encryption Standard
The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data established by the U.S.
National Institute of Standards and Technology (NIST).
AES is based on a design principle known as a substitution-permutation network, and is fast in both software and hardware.
Unlike its predecessor DES, AES does not use a Feistel network. AES is a variant of Rijndael which has a fixed block size of
128 bits,
The key size used for an AES cipher specifies t<Not Used>he number of repetitions of transformation rounds that convert
the input, called the plaintext, into the final output, called the ciphertext. The number of cycles of repetition are as follows:
10 cycles of repetition for 128-bit keys. 12 cycles of repetition for 192-hit keys. 14 cycles of repetition for 256-bit keys.

APDU Application Protocol Data Unit

AEAD Authenticated Encryption with Associated Data

CPO Custom Product Offering

DES Data Encryption Standard
DES is a widely-used method of data encryption using a private (secret) key that was judged so difficult to break by the U.S.
government that it was restricted for exportation to other countries. For each given message, the key is chosen at random
from among this enormous number of keys. Like other private key cryptographic methods, both the sender and the receiver
must know and use the same private key.
DES applies a 56-bit key to each 64-bit block of data. The process can run in several modes and involves 16 rounds or
operations. Although this is considered "strong" encryption, many companies use "triple DES", which applies three keys in
succession.

NIST National Institute of Standards and Technology

OEM Original Equipment Manufacturer

MAD MIFARE Application Directory

PACS Physical Access Control Solutions

SAM Secure Application Module

SE SIO-Enabled or Secure Element

SIO Secure Identity Object™

SNMP Simple Network Management Protocol

SO Secure Object - Can have more than one per SIO

TDES Triple Data Encryption Standard
Triple DES is the common name for the Triple Data Encryption Algorithm (TDEA or Triple DEA) block cipher, which applies
the Data Encryption Standard (DES) cipher algorithm three times to each data block.
The original DES cipher's key size of 56 bits was generally sufficient when that algorithm was designed, but the availability of
increasing computational power made brute-force attacks feasible. Triple DES provides a relatively simple method of
increasing the key size of DES to protect against such attacks, without the need to design a completely new block cipher
algorithm.

Top up An amount of credentials, credits, keys, etc., loaded on the encoder to raise or maintain a desired/required level.

ul User Interface

uib Unique Identification Number
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Date Description Revision
July 2025 Update to Asure ID 7.9.1 software version. B.1

February 2024 Minor updates. B.0

May 2020 Update Reader Data card part numbers in Section 8. A9

October 2018 Update to Asure ID 7.8 software version. A8

July 2017 Update to Asure ID 7.7.3 software version. A7

March 2015 Update to Asure ID 7.6 software version. A6

January 2015 Update due to new Asure ID CP1000 Edition Software. A5

June 2014 Slinformation added to the User Guide. A4

March 2014 Software Release 2.4 (SP1). A3
September 2013 | Software Release 2.3.6 (Prox update). A2

August 2013 Initial release. AT
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PLT-01067, B.1

136

July 2025



hidglobal.com

For technical support, please visit: https://support.hidglobal.com

© 2025 HID Global Corporation/ASSA ABLOY AB.
All rights reserved.
PLT-07067, Rev. B.1

Part of ASSA ABLOY



https://support.hidglobal.com/

	Asure ID™ iCLASS® SE™ CP1000 Desktop Encoder User Guide
	Overview
	1.1 Introduction
	1.2 Main concepts
	1.2.1 Key management
	1.2.2 Administration keys
	1.2.3 Media keys
	1.2.4 Secure object keys
	1.2.5 Secure channel key
	1.2.6 Credential credit management
	1.2.7 Formats
	1.2.8 Plugin architecture
	1.2.9 Work orders
	1.2.10 Work instructions
	1.2.11 Custom media applications


	Encoder application navigation
	2.1 Introduction
	2.2 Work Order Manager module
	2.3 Key Management module
	2.4 User Config module
	2.5 Home tab
	2.6 File tab
	2.7 Options window
	2.8 Language options
	2.9 Skins options
	2.10 Resources options
	2.11 Licensing options
	2.12 iCLASS SE Encoder options
	2.12.1 iCLASS SE Encoder Formats tab
	2.12.2 iCLASS SE Encoder Plugins tab
	2.12.3 iCLASS SE Encoder Database tab
	2.12.4 iCLASS SE Encoder Options tab
	2.12.5 iCLASS SE Encoder About tab


	Setup and configuration
	3.1 Introduction
	3.2 System requirements
	3.3 Administrative privileges
	3.4 Initial setup
	3.5 Initial configuration
	3.5.1 Change default administrative keys
	3.5.2 Enter the Asure ID CP1000 Edition license key
	3.5.3 Change default Admin password
	3.5.4 Upload encoder configuration package

	3.6 Change default Admin password
	3.7 Add system users

	Initial configuration (startup)
	4.1 Introduction
	4.2 Plugin package
	4.3 Formats
	4.4 Upload encoder configuration package
	4.5 Custom keys

	Work Order Manager
	5.1 Introduction
	5.2 Work Order Manager Home tab
	5.2.1 Work Order Manager toolbar
	5.2.2 Work Order Manager Configuration pane

	5.3 Work Order Manager File tab
	5.4 Open a work order
	5.5 Close a work order
	5.6 Create a work order
	5.7 Rename a work order
	5.8 Delete a work order
	5.9 Print a work order
	5.10 File save as a work order
	5.11 Export work order data to a CSV file
	5.12 Export work order data to a PDF file
	5.13 Add a work instruction to a work order
	5.14 Edit a work instruction
	5.15 Remove a work instruction
	5.16 Work order execution
	5.16.1 Add a credential record
	5.16.2 Adding a batch of credential records
	5.16.3 Removing records
	5.16.4 Execute a work order on selected credential records
	5.16.5 Execute a work order on all credential records
	5.16.6 Read back


	Work instruction wizard
	6.1 Introduction
	6.2 iCLASS work instructions
	6.2.1 iCLASS: HID access application
	6.2.2 iCLASS: custom encoding

	6.3 MIFARE Classic work instructions
	6.3.1 MIFARE Classic: HID access application
	6.3.2 MIFARE Classic: custom encoding
	6.3.3 MIFARE Classic: move genuine SO sector

	6.4 MIFARE DESFire EV1 work instructions
	6.4.1 MIFARE DESFire EV1: HID access application
	6.4.2 MIFARE DESFire EV1: custom encoding

	6.5 Prox work instructions
	6.5.1 Prox: HID access application

	6.6 Seos work instructions
	6.6.1 Seos: HID access application
	6.6.2 Seos: custom encoding (basic mode)
	6.6.3 Seos: custom encoding (standard mode)
	6.6.4 Seos: custom encoding (update existing data object)
	6.6.5 Seos: custom encoding (rolling custom Seos keys)
	6.6.6 Seos: reading a Seos data object from a custom ADF
	6.6.7 Seos: deleting a custom ADF

	6.7 Work instruction: roll card authentication key
	6.8 Multi-technology card support

	Key Management
	7.1 Introduction
	7.2 Key Management Home tab
	7.2.1 Key Management toolbar
	7.2.2 Encoder Info panel

	7.3 Key Manager File tab
	7.4 Create key
	7.5 Remove selected key
	7.6 Import keys and key sets
	7.7 Export keys
	7.8 Load HID keys
	7.9  Remove HID keys
	7.10 Revoke HID keys
	7.11 Refresh HID key list
	7.12 Add key set
	7.13 Edit key set
	7.14 Delete key set
	7.15 Sync encoder
	7.16 Change encoder Admin keys

	User config
	8.1 Introduction
	8.2 User Config Home tab
	8.3 User Config Home toolbar
	8.4 User Config File tab
	8.5 User Config View tab
	8.6 Add a user
	8.7 Remove a user
	8.8 Edit a user
	8.9 Change password
	8.10 Manage groups
	8.11 Assign a template to a group

	Troubleshooting
	9.1 Backup and recovery
	9.2 Log files
	9.3 Database
	9.3.1 Supported Databases
	9.3.2 Synchronize database to encoder

	9.4 Exceptions and error codes

	Glossary


