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Automated Visitor Registration and Vetting Designed
to Streamline Workflow & Enhance Security
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Exceptional Visitor
Management for Highly
Sensitive Environments

The HID NCITE Visitor Management System self-service kiosk and
online registration portal, combined with the HID NCITE Vetting
Service™, operates as an automated visitor registration and vetting
solution that increases security and expedites throughput.

The solution streamlines manual processes and eliminates risks,
such as:

* Human Error & Security Gaps: Relying solely on human eyes
to detect forged IDs, altered documents or stolen credentials is
irresponsible. There is too much room for error, as counterfeit
identifications can often bypass visual inspection, jeopardizing
the security of base personnel and
sensitive areas.

* Inefficient Procedures: Manual
verification involves physical checks
and potential delays. This not
only frustrates legitimate visitors
but also creates bottlenecks and
inefficiencies — especially in high-
traffic environments.

* Limited Auditability: Manual
processes lack detailed and accessible
record-keeping capabilities.

Vet visitors efficiently and securely
anytime background checks or

enhanced ID verification is required.



Unparalleled Performance &
Security for High Stakes Criminal
History Vetting

Protecting highly sensitive government and defense facilities demands a visitor management
system designed for efficiency and impenetrable security. The HID NCITE Visitor Management
System delivers both.

This powerful tool, coupled with CJIS-compliant vetting processes, ensures every visitor
undergoes rigorous background checks, ID document authentication and facial biometric
matching — all within a secure environment.

Built for Specific, Mission-Critical Needs

The HID NCITE Visitor Management System boasts features specifically designed for these highly
sensitive settings. Arm your team with cutting edge tools to deliver:

¢ Unmatched ID Verification: Eliminate the risk of fraudulent IDs with advanced document
authentication and facial recognition.

¢ Automated Background Checks: Integrate with HID NCITE Vetting Service for rapid and
comprehensive criminal history screening.

e Streamlined Visitor Management: Approximately 80% of visitor passes require
no human intervention.

* Visitor Sponsorship: Empower sponsors to invite one or more visitors, delivering additional
efficiency and oversight to the visitor registration process.

* Web Registration Portal: Allow visitors to register via a web portal and be “pre-vetted” before
coming to the installation.

¢ Comprehensive Reports: Mitigate risks with detailed visitor tracking and audit trail reports.

* Enhanced Facility Security: Provide a state-of-the-art security solution across your sites to
bolster access control.

Key Benefits

Enhanced Security Improved Efficiency Comprehensive Reporting

|D authentication
Photo verification

Policy-driven automated
criminal history
screening

Reduce visitor control
center workload

Eliminate visitor waiting
lines

Simplify sponsor tasks

Instant data on all visitor
registrations

Access denial reason
tracking

Dashboards for
leadership




Six Easy Steps
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Enforce Cross-Checks and Visitor Engagement

Electronic |dentity Verification
State ID/driver license verification for authenticity
SSN verification (when provided)

DMV photo retrieval (when provided)

Automated Criminal Background Checks

Criminal history data returned from state law enforcement databases and NCIC is
compared to a list of agency-defined “hit” criteria

Efficient Engagements

- Customizable messages can be sent to pre-registered visitors to provide
instructions based on approval or denial

+ Real-time data provides greater visibility into your access control operations




How HID NCITE Vetting Service Works

e HID NCITE Vetting Service automatically performs background checks

NLETS
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Visitor provides a state

ID to the guard to register
the visitor in the access
control system and
perform an automated
background check

Data scanned from the
ID is submitted to HID's
servers at the NLETS
data center

State Server

HID’s servers send queries to
the applicable state criminal
justice information database
server (State Server)

HID Servers | gi,t0 Server

The State Server returns the
requested federal, state, and
local data to HID's servers at
NLETS. HID's servers determine
if the background check and ID
verification passes or fails.
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Guard finalizes the visitor
access request as either
approved or denied

If approved, the visitor
gets a pass

Visitor goes to the entrance
lane and has the pass
scanned to grant entry

NLETS Excellence

HID is a Strategic Partner of the National Law Enforcement Telecommunications
System (NLETS)

NLETS is an organization owned by states that facilitate sharing of data from local, state
and federal DMV and criminal justice information systems.

Our Strategic Partnership status enables HID to:
+  More efficiently integrate with state criminal justice databases
+  House HID servers at the NLETS data center

- Ensure compliance with the CJIS Security Policy by being subject to external audit

HID is approved to run the following checks on behalf
of agencies:

+  National Crime Information Center (NCIC)

« Interstate Identification Index (Criminal History)
- Department of Motor Vehicles (DMV) or equivalent

State and local law enforcement database checks




HID - Your Partner
for Trusted Identities

HID is extremely proud to support government and defense agencies
with 30+ years of innovation and experience designing innovative
biometric solutions. Your dedication to protecting our country

drives our motivation to invent and continually evolve exceptional
technologies. We work to enable government agencies to move faster,
smarter and with the utmost confidence that they have the very best
on hand when it comes to biometric identity tools.

Our trusted products and services are used by millions of people
around the world to connect billions of things, delivering exceptional
identity verification experiences and efficiencies across numerous use
cases. There are countless considerations when it comes to selecting
a technology partner. We consider it an honor to be part of your force.

Keep Up With HID's Latest Developments in Biometrics:

Explore HID biometric offerings

Read our biometric blogs

Follow us on LinkedIn



https://www.hidglobal.com/solutions/biometric-authentication
https://blog.hidglobal.com/tag/biometrics
https://www.linkedin.com/showcase/hid-global-extended-access-technologies/?viewAsMember=true
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