Enterprise Passkey

Management

Scale phishing-resistant authentication
across your organization without adding
complexity for IT and users

Enterprise Passkey Management
(EPM) is designed to help
organizations scale phishing-
resistant authentication without
increasing complexity. EPM

enables enterprises to deploy and
manage passkeys across complex
environments — securely, efficiently
and without placing extra burden on
IT teams or end users.

Delivered as a platform-agnostic
solution, EPM integrates with
Microsoft Entra ID and other leading
identity providers for streamlined
passkey life cycle management,
compliance assurance and a
frictionless user experience.

Core services include:
FIDO Provisioning

Reduce user onboarding time

by 90% and accelerate passkey
adoption with remote provisioning
tools. IT administrators can create
and register passkeys for users
— individually or in bulk — before
distribution. For high-volume
issuance, EPM offers optional
integration with FARGO printers.

Device Unlock

Save up to 85% of helpdesk time and
maintain credential relationships
with HID's intuitive device unlock
service. With this powerful service, IT
administrators can authorize a user-
initiated FIDO device PIN unlock —
no factory resets, no credential loss,
and no re-enrolment required. Users
retain full control of the device and
approve the reset locally, ensuring
compliance with FIDO standards.

Life Cycle Management

Manage device-bound passkeys at
scale while supporting compliance
and operational efficiency. EPM's
streamlined interface simplifies
audits, enhances control and makes
it easy for administrators to deliver an
outstanding security experience.

Combined with Crescendo Cards and
Keys, OMNIKEY smart card readers,
and FARGO card printers, HID's EPM
is the only complete solution from

a single vendor to create, manage
and use FIDO credentials for both

IT resources and physical building
access.

KEY BENEFITS:

+ Secure: Adopt passkeys with
confidence, using enterprise-grade
life cycle controls that aligning
with compliance and security
requirements from day one

Manage: Provision, unlock and
manage FIDO credentials at scale
— without burdening IT teams,
requiring individual user enrollment
or manual setup

Integrate: Connect seamlessly with
identity platforms such as Microsoft
Entra ID for streamlined provisioning
and audit readiness

Scale: Deploy across global, hybrid
environments with support for
diverse devices, form factors and
workforce needs
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Enterprise Passkey Management Services

FIDO Provisioning Device Unlock

Client Platform Support | Windows 11 Windows 11

+ IT admin-led FIDO provisioning on behalf |« User-initiated FIDO device PIN unlock
of end users

- Crescendo Cards - Contact and
Contactless supported

« Crescendo Keys - USB and Contactless

supported

Mol s + Automatic randomized initial PIN

- Streamlined user interface for passkey
provisioning

+ FIDO device bulk provisioning via FARGO
printers

- FIDQ device life cycle management

Smart cards and security keys: Crescendo

T Crescendo 4000 Card Series

Supported Credentials

Third-Party Interoperability | Microsoft Entra ID, PingOne (coming soon) | Not applicable
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