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Control Who Accesses What
Places, When, and for How
Long. Know Who Authorized
Access and Why.

HID SAFE makes physical security compliance easier for distributed
enterprises. Security teams can synchronize identity management and physical
access controls globally for employees and extended identities, like visitors and
contractors. HID SAFE enables the automation of internal policy enforcement,
from workflow initiation through approval to issuance, by integrating business,
physical and IT systems.

ENTERPRISE VALUE

- Enforce company-wide, site-specific, or role-based policies automatically

- Reduce the time spent creating reports and documentation proving compliance

- Reduce the time and effort onboarding and managing identity and physical access processes

- Improve productivity and streamline the joiner, mover and leaver experiences for employees,
visitors, partners and contractors by cutting long processing times when they request initial or
updated access

- Reduce error incidence from manual data entry, which can lead to delayed processes or re-
work, or improper offboarding

< Avoid rip-and-replace scenarios by integrating into existing access control, IT, HR and
identity systems

+ Reduce risk by centralizing policy and entitlement creation and enforcement as well as
monitoring for excessive privileges and improper usage
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A Comprehensive Set

of Capabilities

Utilizes predefined rules and workflows
for on/offboarding of identities, access
provisioning/de-provisioning and access
change management

+ Allows users to manage various details of
a physical identity including access card
information, biographic and biometric
details, results of security checks and logs
of historical access usage

- Allows users to create spatial hierarchy of
locations (sites), the underlying buildings,
floors and associated areas for better
access management

Provides a central location to search and
assign access levels for an identity across
disparate physical access control systems
(PACS) and specify details such as time
schedule of access (24x7, business hours)

Enables employees to make multiple
physical security requests, such as new
physical access requests and badge
requests, using a self-service portal

- Aggregates access level information from

disparate PACS and allows users to manage
other details typically not available in PACS,
such as risk level, area owner, multiple
approvers and access prerequisites

- Allows creation of access profiles, which

automates assigning physical access using
common identity attributes such as role,
location and department

+ Allows authorized personnel to terminate

physical access of identities immediately,
using urgent termination

Maintains a complete audit trail of all
transactions executed within SAFE and
between it and external systems

Delivers predefined reports based on
access records and logs of identities for
compliance reporting and security planning



Seamlessly Enforce Physical
Security Policy

As a modern, web-based solution, integration of key infrastructure into HID SAFE streamlines and
centralizes the physical access lifecycle.
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Key Modules

IDENTITY MANAGER

Control and centralize policies for managing the entire lifecycle of employees, visitors, partners,
vendors, and contractors with automated workflows into and from other identity and HR systems.

BADGE MANAGER

Provide a platform to capture data from external identity sources and preload identity information
prior to printing a badge. Customers have the ability to design, create and print employee badges.
The platform also allows individuals to request temporary and new badges.

ACCESS MANAGER

Streamline the central management of the physical access lifecycle for employees, contractors
and tenants. Delegated access allows key stakeholders to use administrative functions such
as onboarding, document gathering and processing approvals. The self-service portal enables
individuals to request access and maintain their profiles.

VISITOR MANAGER

Manage the entire visitor lifecycle quickly and securely — from easy preregistration to welcoming
visitor invitations through rapid check-in and check-out.



CREDENTIAL MANAGER

Monitor and manage the processes and workflows for granting and updating credentials based
on policies, documentation, training, endorsements and security checks.

ASSET MANAGER

Assign or approve self-service requests for assets, like metal or electronic keys, parking spaces,
mobile devices or other physical items needed for personnel to complete a task or their job.
Assets can be tracked from request to return.

SECURITY REPORTER

Assemble a comprehensive set of reports that assist in analyzing and managing all of the
activities involved with onboarding and badging, access management and visitor management.
Reports include status, activity monitoring, diagnostics and compliance.

SAFE ANALYTICS

Minimize insider threats and help protect high-risk areas with security intelligence dashboards
and reports. SAFE uses real-time machine learning to collect and correlate physical identity data,
providing you with actionable security insights and reports.




Approved request

Employee requests access sent by HID SAFE
via HID SAFE Self Service Portal to PACS System
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Example of an access request workflow in SAFE Approver

How SAFE Helps With Compliance

SAFE maintains a complete record of requests, changes, additions, deletions and decisions. Who,
what, where and why reports provide visibility into who is granted access, where, why, for how
long and who authorized it, including all elements of identities, access, permissions, etc. that
SAFE uses to govern the physical domain.

PIAM and Visitor Management Products
Along With SAFE:

- SAFE Visitor Manager (standalone)
+ WorkforcelD™ Visitor Manager

- EasylLobby®

HID Ecosystem

SAFE has many valuable integrations and connections with other HID
and ASSA ABLOY products.

BADGING
FARGO® Connect | FARGO HDP | FARGO DTC | Asure ID™

CREDENTIALS

Crescendo® | SEOS® | iclass® | Origo™

ASSA ABLOY
ASSA CLIQ™ | Traka

For more information about HID's physical identity and access management
solutions, please visit: Physical Identity & Access Management | HID
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